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As a user of an automated information system on any network at the 7th Army NCOA, I will adhere to the following:  
 
1.  I will use Government information systems (computers, systems and networks) only for authorized purposes.  I understand that access to Army resources is a revocable privilege and is subject to content monitoring and security testing.  
 
2.  I will not install any unlicensed, unaccredited or unapproved software on any Government system (computer, system or network).  
 
3.  I will not install/connect any hardware (i.e. external hard drives, thumb drives, etc) on any Government system (computer, system or network).    
 
4.  I will not attempt to access data or use operating systems or programs, except as specifically authorized.  
 
5. I will not utilize Army- or DoD-provided ISs for commercial financial gain or for illegal activities (surfing pornography, utilizing Peer-to-Peer, etc)  
 
6.  I will be issued a user identifier (user ID) or will authenticate using my Common Access Card (CAC) in order to log into the system on the NIPRNet. After receiving access:
 
     a.  I understand that I am the only authorized user of this account.  I will not allow anyone else to have or use my CAC card/PIN user ID and password.  If I know my PIN or password has been compromised, I will report this to the IASO. 
               
     b.  I am responsible for all activities that occur on my individual account once my password has
been issued to me.
 
     c.  I will not tamper with my computer to avoid adhering to the Army security policies.
 
7.  I know that it is a violation of policy for any individual to try to mask his/her identity, or to try to assume the identity of someone else.  
 
8.  All magnetic media (disks, CDs etc.) will be scanned for malicious software (i.e. viruses, worms) before using it on an IS connected or disconnected from an Army network.  
 
9.  I will not forward chain e-mail or virus warnings.  I will report chain e-mail and virus warnings to my IASO and delete the message.  
 
10.  I will not run “sniffer” or any hacker-related software on any Government system (computer, system or network).  
 
11.  I will not download file-sharing software (including MP3 music, video files, peer-to-peer) or games onto any Government system (computer, system or network).
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12.  I will not connect any personal IT equipment (PDAs, PEDs) to my computer, or a personalcomputer to the Army network.    
13.  I will not connect any government furnished equipment (GFE) to a commercial.    
 
14.  I will not use Internet Chat or instant messenger services (i.e. AOL, MSN, Yahoo) from my IS.  If chat service is required, I will use the chat service established with my AKO account.  I understand that this applies on NIPR. 
 
15.  If I observe anything on the system I am using that indicates inadequate security, I will immediately notify my IASO.  I know what constitutes a security incident and know that I must immediately report such incidents to the IASO.  
 
16.  I will use a password-protected screensaver and log off the workstation when departing the area.   
 
17.  I will comply with the security guidance issued by the IAM, and my IASO and SA.  
 
18.  If I have a public key infrastructure (PKI) certificate installed on my computer (i.e. software token), I am responsible for ensuring that it is removed when no longer required.  If the certificate is no longer needed, I will notify my SA and the issuing trusted agent of local registration authority.  I understand that only DoD PKI certificates are authorized.  
 
19.  I understand that each information system is the property of the US Government and is provided to me for official and authorized uses.  I further understand that each information system is subject to monitoring for security purposes and to ensure that use is authorized.  I understand that I do not have a recognized expectation of privacy in official data on the information system and may have only a limited expectation of privacy in personal data on the information system.  I realize that I should not store data on the information system that I do not want others to see.  
 
20. I will not conduct any government business over a commercial email system or network.   
 
21.  I know I am subject to disciplinary action if I violate the 7th Army NCOA computer security policy.  If I fail to comply with this policy, I may be subject to adverse administrative action or punishment under Article 92 of the Uniform code of Military Justice (UCMJ).  If I am not subject to the UCMJ, I may be subject to adverse action under the United States Code or Code of Federal Regulations. 
 
This agreement must be signed by both parties prior to issuance of a network account and password.  The SGL will maintain this user’s agreement in the student packet for later reference. 
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