IACS INSTALLATION-PASS-HOLDER CONSENT FORM
(AE Reg 190-16)

Purpose: The Installation Access Control System (IACS) is a DOD force-protection, personnel access-verification system,
incorporating a central database of records and biometric information, specifically photographs and fingerprints. The IACS captures
information from current DOD ID cards and produces installation passes for people who require recurring, unescorted access but do
not have a DOD ID card. The data collected during registration is used to—

1) Grant installation access.

2) Create installation passes.

3) Maintain a list of persons authorized installation passes.
4) Maintain a list of persons barred from installations.

~ o~~~

The IACS is governed by AE Regulation 190-16.

Data collection: All applicants for access to U.S. facilities are required to provide the necessary documentation as defined in AE
Regulation 190-16. This documentation may include personal identification documents, proof of sponsorship, and completed security
background checks, as required. During the IACS registration process, personal information on each individual is collected,
including a digital photograph and digitized fingerprints, which is stored in the central IACS database in Germany. This personal data
is used for official purposes only and is protected by the applicable statute and regulation, including the requirements delineated by
the German Office of Data Protection and USAREUR data-protection policy.

Disposition of records: Physical IACS records are maintained locally until they are no longer needed to conduct business. At
that time, IACS records are transferred to the Army in Europe Records Holding Area and destroyed when the record is 5 years old.
Electronic IACS records are maintained on the current database for 1 year after the expiration date of the record and transferred
offline to the Army Electronic Archives (AEA) until the 5-year expiration date, when they are destroyed. The control and disposition
of IACS records is governed by the Army Records Information Management System (ARIMS), records 190-16a and 190-16b. The
security-check results required for certain installation passes and performed by the Bundesverfassungsschutz

remain in Germany and are kept by the USAREUR G2 security office for 2 years.

Acknowledgment: | hereby declare that | have read and understood the above U.S. Forces policy. | agree to provide the
necessary personal data for use by the IACS.

Name Signature Date
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