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CYBERDEFENSE POLICY VIOLATION REPORT
(Memo, USAREUR, AEIM-I, 21 Oct 14, Cybersecurity and Operational Readiness)
Disclosure. Failure to provide requested information may result in disapproval.
Section A: Ticket Information
1. Date (YYYYMMDD)
2. Time (HH:MM)
3. Remedy ticket number
a. NIPR
b. SIPR
Section B: Violator Information
4. Violator name (first, MI, last)
5. Grade
6. Designation
7. Repeat offender
No
Yes. If yes, how may times?
8. EDIPI
9. DEROS (YYYYMMDD)
PCS/ETS
10. Organization
Section C: Incident Data
(Do not provide any classified information on this form.)
11. Event description
12. Incident type
If other, explain:
Section D: Information Assurance Manager
13. Last name
14. First name
15. Grade
16. Duty telephone no.
17. Organization
18. Signal support battalion
19. Date (YYYYMMDD)
Section E: Commander (must be O6 or GS-15)
20. Commanders actions
Mandatory
User counseling
AUP signed
Individual training
Account disabled
Additional
Unit training
Physical security controls
Technical control-device-specific
Technical control - general
TTP or SOP revision
Disciplinary action
JPAS entry
Other
The undersigned—
    a. Has taken action to defend U.S. Government networks and information in cyberspace.
    b. Validates that all required actions listed above have been completed.
21. Commander's action
22. O6/GS-15 name (last, first, MI)
23. Grade
24. Date (YYYYMMDD)
25. Signature
How to use this form
This form is to be used for all network policy violations in the Army in Europe.
Sections A through D of the form are completed by the information assurance manager (IAM) responsible for the area of responsibility (AOR) where the incident occurred.
Section E is to be completed and digitally signed by the first O6 or GS-15 in the violator's chain of command.
All fields should be filled when the form is signed by the commander.
See below for additional details on how to complete each block of this form.
 
Section A. Ticket Information
Field 1. Enter the date of the incident.
Field 2. Enter the time of the incident.
Field 3. Enter the full remedy ticket number (for example, SREXXXXXXXXXX).
Then select whether the remedy ticket is on (a) NIPR or (b) SIPR.
 
Section B. Violator Information
Field 4. Enter the violator's name.
Field 5. Enter the violator's grade.
Field 6. Select the violator's designation (for example, military, civilian).
Field 7. Select whether the violator is a repeat offender and, if "Yes", enter the number of offenses.
Note: The field for the number of times will be available only if "Yes" is selected.
Field 8. Enter the violator's electronic data interchange personal identifier (EDIPI) number.
Field 9. Enter the violator's date eligible to return from overseas (DEROS) date and select the box if the violator has undergone a permanent change of station (PCS) or expiration term of service (ETS).
Field 10. Enter the violator's organization.
 
Section C. Incident Data
Field 11. Enter a brief description of the incident that occurred. Do not enter any classified information on this form.
Field 12. Select the type of incident that occurred. lf other is selected, enter the incident type manually.
 
Section D. Information Assurance Manager (IAM)
Field 13. Enter the IAM's last name.
Field 14. Enter the IAM's first name.
Field 15. Enter the IAM's grade.
Field 16. Enter the IAM's duty telephone number.
Field 17. Enter the IAM's organization.
Field 18. Select the IAM's servicing network enterprise center (NEC).
Field 19. Enter today's date.
 
Section E. Commander
Field 20. Commander selects actions that were taken. As a minimum, the mandatory items marked in red must be completed to have an account reinstated.
Field 21. Commander selects from the dropdown list his or her recommendation for the disposition of the violator's accounts (for example, 1. Requesting DAA approval for account reinstatement) or enters actions he or she would like to be taken (for example, recommend that only NIPRNET access be restored).
Note: The signature block will not be available until this block is completed.
Field 22. Enter commander's name (last, first, MI).
Field 23. Enter commander's grade.
Field 24. Enter date of commander's signature.
Field 25. Commanders (first O6 or GS-15 in the chain of command) will digitally sign this form. If the form cannot be digitally signed, it may be printed, signed manually, and submitted.
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