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ARMY FACILITY/SYSTEM TEMPEST QUESTIONNAIRE
(AE Reg 380-85)
When filled in, this form includes information EXEMPT FROM MANDATORY DISCLOSURE under the FOIA. Exemption 1 applies.
Part I - Miscellaneous
1. Name of requester
2. Telephone number
3. Fax number
4. Unit/facility mail address and e-mail
5. Facility POC
6. SCIF number
NA
Part II - General Information
(Select best answer for each question.)
1. Facility (select one)
Mobile
Fixed
(stays in one place for more than 60 days)
2. System/equipment authorized in (select one)
Garrison
Field
Both
3. Is this a tactical system? (select one)
Yes
No
3a. Type of evaluation? (select one)
Garrison
Field evaluation
4. Is the facility system located in the United States, its trusted
    territories, or protectorates?
Yes
No
NA
5. Is the facility/system on a U.S. military post, camp, or station?
Yes
No
NA
6. Is the building Government-owned or -leased?
Government-
owned
Government-
leased
NA
7. Is the facility Government-owned or -leased?
Government-
owned
Government-
leased
NA
8. Is the facility occupied only by U.S. personnel?
Yes
No
NA
9. Do foreign nationals have access to the facility?
Yes
No
NA
10. Closest foreign nationals/non-Government personnel
Meters
10a. Do they share a common wall with the secure processing area?
Yes
No
NA
11. Is the power filtered?
Yes
No
NA
12. Is the equipment powered by an Uninterruptible
      Power System (UPS)?
Yes
No
NA
13. Does the facility/organization control access to power?
Yes
No
NA
14. Does the facility/organization control access to the telephone
      distribution room system?
Yes
No
NA
15. Does the facility/building have cable TV?
Yes
No
NA
16. Where is the cable TV antenna located?
NA
17. Is there a digital copier or fax machine with a hard-disk drive
      in the facility?
Yes
No
NA
17a. Is the hard-disk drive in the digital copier or fax machine
        removable?
Yes
No
NA
Part III - Volume, Sensitivity, and Perishability of Information Processed
(Daily average calculated over a 30-day period.)
18. TS Special Category
TS Collateral
%
Unclassified
%
Secret Special Category
%
Secret Collateral
%
Confidential Collateral
%
19. Average number of hours that the system processes information regardless of classification.
hours
20. Is the bulk (51% or more) of the information being processed of long-term (strategic)
      or short-term (tactical) value?
Long-term
Short-term
Part IV - Transmitter Questions
21. Is there a transmitter located within 30 meters of the facility?
      (This includes but is not limited to any wireless communications
      devices, such as keyboards and LANs.)
      NOTE: If no, skip to question 26.
Yes
No
NA
22. How often is the transmitter used?
Hours/Day
Hours/Week
23. Size of transmitter (power output)
Watts
24. What kind of antenna does the transmitter have?
Dish
Long/Wire
Whip
Other (specify)
UHF
25. What is the frequency range?
HF
SHF
Microwave
Other (specify)
26. Is there a fire-alarm system?
Yes
No
NA
27. What is the fire-alarm system?
Active (transmitter poling)
Passive
NA
28. Are security guards on duty?
Yes
No
NA
29. Are the guards armed?
Yes
No
NA
30. Are random roving patrols conducted?
Yes
No
NA
Part V - Physical Security Questions
31. Enclose the following items if they apply to the system/facility:
a. Overhead maps/drawings of facility.
(1) Outline the secure processing area in the building. Include square footage of processing room and all rooms adjacent to the
     processing room.
(2) Give the distance (in meters) from the secure area boundary to the facility's outside walls.
b. List the information-processing equipment to be used.
(1) Manufacturer
(2) Model
(3) Type
c. System wiring and rack evaluation drawings.
32. Return completed form to:  HQ USAREUR
                                           (AEAGB-ISD)
                                           Unit 29351
                                           APO AE 09014-9351
33. Remarks
34. Date (YYYYMMDD)
35. Signature
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