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PROTECTED DISTRIBUTION SYSTEM (PDS) APPROVAL REQUEST
(AE Reg 380-85)
Instructions
 
Unit: Save this request and all supporting documents in a single zip file and attach the zip file to a 119 ticket to be transmitted
through the SIPRNET. Assign the ticket to your major subordinate command (MSC) information assurance manager (IAM)
remedy group.
 
MSC IAM: Assign the ticket to the servicing signal battalion IAM remedy group.
 
Servicing Signal Battalion: Assign the ticket to remedy group USAREUR-G2-PDS or send the protected distribution system (PDS) approval request packet with all attachments by e-mail through the SIPRNET to dlg2x-security@eur.army.smil.mil.
 
USAREUR G2: Forward the packet to 902d310thTEMPEST@mi.army.smil.mil.
Submission date (YYYYMMDD)
Suspense date (YYYYMMDD)
Mission management number (MMN) from previous review (if any)
Justification for the suspense date
1. Installation Site:
Identify the organization and location at which the PDS is to be installed and the name and telephone number of a POC.
Organization name
Building
Installation
City, country
POC (IAM)
Office symbol and
official mailing address
E-mail address
NIPR
SIPR
DSN telephone number
Civilian telephone number
Cell-phone number
2. Installing Activity:
Identify the organization responsible for installing the PDS and the name and telephone number of a POC.
Installing organization name and address
POC name and
telephone number
3. System Information:
Provide a description of the components that will directly connect to the PDS.
4. Security Profile:
Identify the highest classification of national security information (NSI) that will be processed on the PDS. If special-category information will be processed, identify the specific categories or compartments processed.
Provide a percentage breakdown of the type of NSI that will be processed on the PDS. The data must be taken from AE Form 380-85B, part III, block 18. (The total must equal 100%.)
Top Secret (TS) Special Category
TS Collateral
Unclassified
Secret Special Category
Secret Collateral
Confidential Collateral
4. Security Profile (Continued):
a.  Facility Security. This section provides information about the security conditions of the facility in which the PDS will be located.
(1) Indicate the facility's approximate location on a map of the residential and commercial area.
See attachment 1 - Facility/installation map.
(2) If the facility is fenced in, indicate the fence location on the map and describe the type of fencing construction. Also, indicate if a perimeter intrusion-detection system (IDS) is installed.
See attachment 1 - Facility/installation map.
Fencing construction
Perimeter IDS
(3) Indicate the automobile, pedestrian, and amphibious access points on the map.
See attachment 1 - Facility/installation map.
(a) Are guards posted at these access points?
Type of guards
Guard security clearance or access-authorization status
During which hours are the access points open?
(b) Is a personnel badge-recognition system used?
(c) Are access lists maintained?
(d) Is an escort required for uncleared personnel?
Provide a description of access control and surveillance of uncleared personnel who may be allowed entry into an area housing any part of the PDS.
(4) Is a registration control system used for vehicles, employees, visitors, and tradespeople?
(5) Clearance of individuals who have access to the circuit.
b.  Building Security. This section provides information about the security conditions of the building or buildings in which the PDS will be installed.
(1) Provide a floor plan of the building(s), describe the exterior and interior construction, and identify whether or not the building's perimeter has an IDS installed.
See attachment 2 - Floor Plan/Redline Drawings.
Building perimeter IDS
(2) Indicate the following on the floor plan:
     ● The access points to the building(s).
     ● All windows that are accessible from the ground.
     ● Fire escapes, etc.
Describe any installed window tamper-protection devices.
(a) Are guards posted at the building access points?
During which hours are the access points open?
(b) Are cipher or simplex locks used for administrative access control to the building?
(c) What types of doors and locks secure the access points?
4. Security Profile (Continued):
b.  Building Security (Continued). 
(3) Is a personnel badge-recognition system in use?
(4) Are access lists maintained?
(5) Clearance.
(a) Indicate the clearance level of personnel entering the building(s).
(b) Indicate if a clearance is required for unescorted access to the building(s).
(6) Custodial, maintenance, and vending personnel.
(a) Specify how the movement and operation of custodial, maintenance, and vending personnel is controlled.
(b) Is an escort or continuous surveillance required for uncleared custodial, maintenance, and vending personnel?
c. PDS. This section provides information about the security conditions of a PDS.
(1) Controlled area.
(a) Classification level of the area controlled.
(b) Are uncleared personnel monitored?
(2) Indicate on a map or floor plan the location and routing of the proposed PDS. Describe its construction including the following:
     ● Proposed cable route and location of subscriber sets, distribution frames, junction boxes, and any other components associated with the circuit.
     ● Cable installation (for example, 24 pairs of shielded cable in rigid steel conduit, 6 pairs of shielded cable in the floor, fiber optic cable).
     ● The cable length.
     ● Other wiring along the PDS route.
     ● Description and nomenclature of terminal and subscriber equipment to be used.
     ● The electrical parameters (for example, voltage and current levels).
See attachment 2 - Floor Plan/Redline Drawings.
(3) Describe the inspection procedures used for the detection of tampering and provide a statement as to the distance to the nearest point where undetected tampering would be possible.
(4) Power source to be used for the PDS (voltage).
(5) Will the PDS be alarmed? If so, describe in detail.
(6) Justification for using the proposed PDS.
(7) Statement concerning any deviations from the established PDS criteria and an evaluation of their security implications.
8.0.1291.1.339988.308172
AE Form 380-85C, March 2012 (Vers. 02.00)
Protected Distribution System (PDS) Approval Request
USAREUR G2 (AEAGB-G2X, DSN 370-8518)
2012-03-23
1
1
1
2
2
2
3
3
3
	Click to print this form.: 
	Click to send form (PDF file) by e-mail.: 
	Click to reset/clear form. Digitally signed forms cannot be cleared.: 
	JavaScript_Note_Field: 
	Field_Classification: FOR OFFICIAL USE ONLY (when filled in)
	Label_PageGoTo: Go 
to 
page
	Click to go to page 1.: 
	Click to go to page 2.: 
	Form_NumberDate: AE FORM 380-85C, MAR 12
	Form_Version: LCD Vers. 02.00
	CurrentPage: 
	PageCount: 
	Click to go to page 2.: 
	Click to print this form.: 
	Click to send form (PDF file) by e-mail.: 
	Click to reset/clear form. Digitally signed forms cannot be cleared.: 
	Click to go to page 1.: 
	Click to go to page 2.: 
	Click to go to page 2.: 
	Select from calendar or enter submission date (YYYYMMDD).: 
	Select from calendar or enter suspense date (YYYYMMDD).: 
	Enter mission management number (MMN) from previous review, if any.: 
	Enter a justification for the suspense date.: 
	Installation Site: Enter name of organization.: 
	Installation Site: Enter building.: 
	Installation Site: Enter installation.: 
	Installation Site: Enter city and country.: 
	Installation Site: Enter point of contact (POC) (information assurance manager (IAM)).: 
	Installation Site: Enter office symbol and official mailing address.: 
	Installation Site: Enter Unclassified but Sensitive Internet Protocol Router (NIPR) e-mail address.: 
	Installation Site: Enter Secret Internet Protocol Router (SIPR) e-mail address.: 
	Installation Site: Enter DSN telephone number.: 
	Installation Site: Enter civilian telephone number.: 
	Installation Site: Enter cell-phone number.: 
	Installing Activity: Enter name and address.: 
	Installing Activity: Enter point of contact (POC) name and telephone number.: 
	System Information: Describe components that will directly connect to the protected distribution system (PDS).: 
	Select from drop-down list the highest classification that will be processed on the PDS. If special category will be processed, enter this category in the drop-down list.: 
	SecurityProfile_NSIBreakdown_Warning_FIELD: The percentage total is less than 100%.
	NSI Type Breakdown: Enter percentage of Top Secret Special Category that will be processed (digits only).: 
	NSI Type Breakdown: Enter percentage of Top Secret Collateral that will be processed (digits only).: 
	NSI Type Breakdown: Enter percentage of Unclassified that will be processed (digits only).: 
	NSI Type Breakdown: Enter percentage of Secret Special Category that will be processed (digits only).: 
	NSI Type Breakdown: Enter percentage of Secret Collateral that will be processed (digits only).: 
	NSI Type Breakdown: Enter percentage of Confidential Collateral that will be processed (digits only).: 
	Facility Security, Fence: Enter fencing construction.: 
	Facility Security, Fence: Check if perimeter intrusion-detection system (IDS) is not installed (unchecked by default).: 0
	Facility Security, Fence: Check if perimeter intrusion-detection system (IDS) is installed (unchecked by default).: 0
	Facility Security, Access Points Guards: Check if there are no guards posted at access points (unchecked by default).: 0
	Facility Security, Access Points Guards: Check if there are guards posted at access points (unchecked by default).: 0
	Facility Security, Type of Points Guards: Check for U.S. military guards (unchecked by default).: 0
	Facility Security, Type of Points Guards: Check for U.S. civilian guards (unchecked by default).: 0
	Facility Security, Type of Points Guards: Check for foreign military guards (unchecked by default).: 0
	Facility Security, Type of Points Guards: Check for foreign civilian guards (unchecked by default).: 0
	Facility Security, Guard Clearance: Enter guard security clearance or access-authorization status.: 
	Facility Security, Guard Clearance: Enter during which hours the access points area open.: 
	Facility Security, Personnel Badge-Recognition System: Check if there is no personnel badge-recognition system used (unchecked by default).: 0
	Facility Security, Personnel Badge-Recognition System: Check if there is a personnel badge-recognition system used (unchecked by default).: 0
	Facility Security, Access List: Check if there is no access list maintained (unchecked by default).: 0
	Facility Security, Access List: Check if there is a access list maintained (unchecked by default).: 0
	Facility Security, Uncleared Personnel Escort: Check if there is no escort required for uncleared personnel (unchecked by default).: 0
	Facility Security, Uncleared Personnel Escort: Check if there is an escort required for uncleared personnel (unchecked by default).: 0
	Facility Security, Guard Clearance: Enter description of access control and surveillance of uncleared personnel who may be allowed entry.: 
	Registration Control System: Check if there is no registration control system used (unchecked by default).: 0
	Registration Control System: Check if there is a registration control system used (unchecked by default).: 0
	Enter clearance of individuals who have access to the circuit.: 
	Enter floor plan and redline drawings.: 
	Building Security: Check if a building perimeter intrusion-detection system (IDS) has not been installed (unchecked by default).: 0
	Building Security: Check if a building perimeter intrusion-detection system (IDS) has been installed (unchecked by default).: 0
	Building Security: Enter any installed window tamper-protection device(s).: 
	Building Security, Guards at Access Points: Check if there are no guards at the building access points (unchecked by default).: 0
	Building Security, Guards at Access Points: Check if there are guards at the building access points (unchecked by default).: 0
	Building Security, Guards at Access Points: Enter during which hours the access points area open.: 
	Building Security, Cipher/Simplex Locks: Check if cipher or simplex locks are not used for administrative access control to the building (unchecked by default).: 0
	Building Security, Cipher/Simplex Locks: Check if cipher or simplex locks are used for administrative access control to the building (unchecked by default).: 0
	Building Security, Door and Lock Type: Enter what types of doors and locks secure the access points.: 
	Building Security, Badge-Recognition: Check if there is no personnel badge-recognition system in use (unchecked by default).: 0
	Building Security, Badge-Recognition: Check if there is a personnel badge-recognition system in use (unchecked by default).: 0
	Building Security, Badge-Recognition: Check if there are no access lists maintained (unchecked by default).: 0
	Building Security, Badge-Recognition: Check if there are access lists maintained (unchecked by default).: 0
	Building Security, Clearance: Enter the clearance level of personnel entering the building(s).: 
	Building Security, Clearance: Check if no clearance is required for unescorted access to the building(s) (unchecked by default).: 0
	Building Security, Clearance: Check if a clearance is required for unescorted access to the building(s) (unchecked by default).: 0
	Building Security, Personnel: Enter how movement and operation of custodial, maintenance, and vending personnel is controlled.: 
	Building Security, Escort: Check if no escort or continuous surveillance is required for uncleared custodial, maintenance, and vending personnel  (unchecked by default).: 0
	Building Security, Escort: Check if an escort or continuous surveillance is required for uncleared custodial, maintenance, and vending personnel  (unchecked by default).: 0
	Building Security, PDS, Controlled Area: Enter the classification level of the area controlled.: 
	Building Security, PDS, Controlled Area: Check if uncleared personnel is not being monitored (unchecked by default).: 0
	Building Security, PDS, Controlled Area: Check if uncleared personnel is being monitored (unchecked by default).: 0
	Building Security, PDS Location: Describe construction.: 
	Building Security, PDS Inspection: Describe the inspection procedures and provide statement for the distance to the nearest point where tampering would be possible.: 
	Building Security, PDS Power Source: Describe power source to be used and voltage.: 
	Building Security, PDS Alarm: Check if the PDS will not be alarmed (unchecked by default).: 0
	Building Security, PDS Alarm: Check if the PDS will be alarmed (unchecked by default).: 0
	Building Security, PDS Alarm, Details: Enter details about PDS alarm.: 
	Building Security, PDS Justification: Enter justification for using the proposed PDS.: 
	Building Security, PDS Deviation: Enter statement concerning any deviations from the established PDS criteria and an evaluation of their security implications.: 



