
What is the Purpose of the Privacy Act? 
 

The Privacy Act of 1974 protects individuals 
against invasion of privacy by Federal agen-
cies. 
 

What Information is Protected by the 
Privacy Act? 

 

Personally identifiable information (PII) that is 
under the control of a DOD component and 
held in a system of records falls under the 
protection of the Privacy Act. 
 

What is a System of Records? 
 

Any group of records that can be used to 
retrieve information by the name of the 
individual or other personal identifiers is 
referred to as a system of records. 
 

What is a System of Records Notice? 
 

A system of records notice (SORN) is published 
in the Federal Register to inform the public 
that an agency is maintaining a system of 
records. The SORN provides the following 
facts about the collected information: 
 
System name and physical location from 
which the information was collected 
Category of individuals covered by and the 
categories of records in the system 
Authority for maintenance of the system 
Purposes or routine uses of the information 
Policies or practices for storing, retrieving, 
accessing, retaining, and disposing of records  
 

What are Routine Uses? 
 

A routine use is a disclosure of PII from a 
system of records to a recipient outside DOD. 
Routine-use disclosures must be consistent 
with the purpose for which the information 
was collected. 

What are the Agency’s Responsibilities 
When Collecting Information on 

Individuals? 
 

The employing agency is responsible for— 
 
Collecting only the minimum amount of 
information that is needed for an authorized 
purpose. 
 
Maintaining only information that is— 
 
  Complete 
  Accurate 
  Current 
  Relevant 
 
Providing a Privacy Act statement when col-
lecting PII directly from an individual to inform 
him or her of— 
 
 Whether providing the information is volun-
    tary or mandatory. 
 The purpose of collecting the information. 
 Any routine uses of the information. 
 The consequences of not providing all or 
    any part of the requested information. 
 
Ensuring that accurate SORNs are published
    in the Federal Register. 
 
Allowing individuals access to and the means
  to correct records about themselves when
  those records are maintained in a nonex-
  empt system of records subject to the Privacy
  Act. 
 
Adhering to DOD Computer Matching Agree-
  ments when conducting computerized
  comparisons of— 
 
 Two or more Federal automated systems of
  records or a system of records with non-

Federal records.

 Two or more automated Federal personnel 
  or payroll systems of records or a system of 
  Federal personnel or payroll records with 
  non-Federal records. 
 

What Constitutes a Breach of the  
Privacy Act? 

 
A breach occurs when there is an actual or 
possible unauthorized access to or disclosure of 
information that is saved in a system of records 
or when the control over a system of records is 
lost. 
 
Examples of breaches include the access to PII 
by persons (including DOD personnel) without 
an authorized need to know, computer 
hacking, the loss of paper records, and the 
theft of laptop computers on which PII is saved. 
 
What is the Agency’s Responsibility in Case 

of a Breach? 
 
When a breach is suspected or has occurred, 
the agency will do the following: 
 
Report the incident to the— 
 
 United States Computer Emergency  Readi- 
  ness Team within 1 hour after discovering 
  the breach (https://forms.us-cert.gov/ re- 
  port/). 
 
 Senior DOD component privacy official with- 
  in 24 hours after discovering the breach. 
 
 Defense Privacy and Civil Liberties Office with- 
  in 48 hours. 
 
Notify the affected individual as soon as  
 possible but no later than 10 workdays after a  
 breach has been discovered and the identity 

of the individual is ascertained.



 What is Personally Identifiable 
Information? 

 
Information that could be considered PII 
includes but is not limited to the following: 
 
Social Security  
    number 

Financial 
    information 

  
Personal cellphone 
    number 

Education 
    information 

  
Home address Security clearance 
  
Marital status  Emergency contact 
  
Military records Medical data 
  
Date of birth Spouse information 
  
Mother’s maiden 
    name 

Drivers-license 
    number 

  
Employment  
    information 

Other identification 
    number 

  
Religious preference Gender 
  
Biometrics Citizenship 
 
It is impossible to identify all types of personal 
sensitive information. 
 
The following information about the DOD 
employee is controlled and issued by DOD and 
not considered PII: 
 
Military rank Duty station 
  
Civilian grade Duty title 
  
Government e-mail 
    address 

Duty telephone 
    number 

Statutory Authorities 
 

Privacy Act of 1974 
(http://dpclo.defense.gov/privacy/documents/ 
pa1974.pdf) 
 
Executive Order 9397 Amendment 
(http://edocket.access.gpo.gov/2008/pdf/ 
E8-27771.pdf) 
 
Executive Order 9397 
(http://dpclo.defense.gov/privacy/documents/ 
EO_9397.pdf) 
 

Contact Information 
 

USAREUR 
Freedom of Information Act Officer 

HQ USAREUR (AEIM-R) 
Unit 29351 

APO 09014-9351 
military 337-3600 

e-mail: usarmy.badenwur.usareur.mbx. 
freedom-of-information-act@mail.mil 

 
 

IMCOM-Europe 
Freedom of Information Act Officer 

GSE (IMEU-GD) 
Unit 23103 

APO AE 09136-3103 
military 544-1470 

e-mail: usarmy.sembach.imcom- 
europe.mbx.foia-requests@mail.mil 
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