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Summary. Thisregulation pertains to handling and processing “walk-ins’ (para 3b) of intelligence
interest.

Summary of Change. Thisrevision updates policy on processing walk-ins.

Applicability. This regulation applies to USAREUR major subordinate and specialized commands (AE
Reg 10-5, app A) and IMCOM-Europe.

Supplementation. Organizations will not supplement this regulation without USAREUR G2 (AEAGB-
G2X) approval.

Forms. AE and higher level forms are available through the Army in Europe Publishing System
(AEPUBS).

Recor ds Management. Records created as aresult of processes prescribed by this regulation must be
identified, maintained, and disposed of according to AR 25-400-2. Record titles and descriptions are
available on the Army Records Information Management System website at https://www.arims.army.mil.

Suggested | mprovements. The proponent of thisregulation isthe USAREUR G2 (DSN 370-6756/
3293/7214). Users may suggest improvements to this regulation by sending DA Form 2028 to the
USAREUR G2 (AEAGB-G2X), Unit 29351, APO AE 09014-9351.

Distribution. B (AEPUBYS).
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1. PURPOSE

This regulation establishes policy, procedures, responsibilities, and guidance for handling and
processing walk-ins.

2. REFERENCES

a. DOD Directive 2000.11, Procedures for Handling Requests for Political Asylum and Temporary
Refuge.

b. AR 25-400-2, The Army Records Information Management System (ARIMS).

c. AR 381-12, Subversion and Espionage Directed Against the U.S. Army (SAEDA).
d. AR 381-20, The Army Counterintelligence Program.

e. AR 381-47, (S) Offensive Counterintelligence Operations (U).

f. Intelligence Community Directive 104, Budgeting for Intelligence Programs.

g. Director of Central Intelligence Directive 5/1P, Coordination of US Clandestine Foreign
Intelligence Activities Abroad.

h. DA Form 2028, Recommended Changes to Publications and Blank Forms.
3. EXPLANATION OF ABBREVIATIONSAND TERMS

a. Abbreviations.

66th M1 Bde 66th Military Intelligence Brigade
ATCICA Army Theater Counterintelligence Coordinating Authority
Cl counterintelligence
DSN Defense Switched Network
FIS foreign intelligence service
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G2 Deputy Chief of Staff, G2, United States Army Europe

HQ USAREUR Headquarters, United States Army Europe
ID identification
IMCOM-Europe United States Army Installation Management Command, Europe Region
MI military intelligence
MP military police
POC point of contact
STE secure tel ephone equipment
TFF Task Force Falcon
u.s United States
b. Terms.
asylum seeker

A person who has departed his or her country of nationality or habitual residence and who is unable to
return to that country because of persecution or awell-founded fear of being persecuted for reasons of
race, religion, nationality, membership in a particular social group, or political opinion; who does not
possess another citizenship; and who has not acquired resident status in the country of present domicile.

walk-in

A person who voluntarily contacts a U.S. Army person or facility in person, in writing, by telephone, or
through another person or agency in order to provide information of potentially significant value to the
United States.

NOTE: Persons defined above may fall into more than one category.
4. RESPONSIBILITIES

a. Commanders of USAREUR major subordinate and specialized commands (AE Reg 10-5, app A)
and direct-report United States Army garrisons will publish unit procedures for handling walk-ins. These
procedures must meet the requirements in this regul ation. Commanders should consult their local 66th
Military Intelligence Brigade (66th M1 Bde) or Task Force Falcon (TFF) representative when
implementing walk-in procedures. A walk-in should never be turned away, regardless of what type of
information he or she wants to provide. The information will be provided to the appropriate agency or
personnel.

NOTE: Local conditionsin each command (for example, at locations where no U.S. Army intelligence
units are available) may require variations to some procedures.

b. The 66th M1 Bde and TFF will—

(2) Publish specific procedures for military intelligence (M) detachments on handling and
processing walk-ins.

(2) Respond immediately to requests from units for assistance in handling and processing walk-
ins.

(3) Coordinate with other U.S. intelligence activities as appropriate.
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(4) Ensure walk-ins are processed quickly and in a proper manner.

(5) Immediately notify the USAREUR G2 (AEAGB-G2X) Army Theater Counterintelligence
Coordinating Authority (ATCICA) when awalk-in of importance contacts U.S. personnel. Walk-ins of
importance include those who have perishable information or information concerning immediate threats
to the United States or the U.S. Forces. The ATCICA may be contacted as follows:

(8) During duty hours: DSN 370-6756/3293/8518/3798/7662/7214, civilian 06221-57-6756/
3293/8518/3798/7662/7214.

(b) After duty hours: DSN (STE) 370-6802, civilian 06221-57-6802 (USAREUR Command
Center).

c. The ATCICA will serve asthe—
(1) POC for counterintelligence (Cl) agents to report walk-ins in the European theater.
(2) Solelink between M1 detachments and the U.S. intelligence community.

d. MI representatives assigned to either 66th M1 Bde or TFF who have a Cl mission will be
responsible for processing and interviewing walk-ins.

5. REPORTING WALK-IN CONTACTS

a. Unit Contact. Units contacted by awalk-in will immediately call the nearest M1 detachment
(table 1) or military police (MP) station (table 2).

b. Individual Contact. Individuals contacted by awalk-in will refer the walk-in to the nearest Ml
detachment or M P station.

c. Written Contact. Units and individuals contacted by a walk-in through notes, letters, or other
written material will provide the material to the nearest M1 or MP representatives.

d. Entry-Control-Point Contact. Personnel controlling installation access (MP, contract guard,
host-nation guard) who are contacted by awalk-in will notify the responsible MP desk and request
assistance. The MP desk will send an MP patrol to the entry-control point. After performing a cursory
search of theindividual and his or her belongings, the MP will transport the individual to the MP station.
(In a deployed environment, the walk-in will be transported to a safe and secure |location at or near the
control point.) On arrival at the station or secure location, the individual will be isolated in aroom not
accessible to the general public. The MP will notify the servicing MI detachment of the walk-in and
allow the M| detachment to debrief the walk-in. The MP will not attempt to obtain information from the
individual.

NOTE: At no time will the walk-in be told who is being called.
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Tablel

66th Military Intelligence Brigade Detachments

L ocation

DSN

Civilian

Ansbach
During duty hours
After duty hours:

467-2308/2964

09802-83-2308/2964
0162-296-7278

Bamberg
During duty hours
After duty hours:

469-8742/8745

0951-300-8742/8745
0162-297-6546

Baumholder
During duty hours: | 485-7386/7129 0678-36-7386/7129
After duty hours: 0162-296-3863
Belgium

During duty hours

361-5528/5408

(32) 068-27-5528/5408

After duty hours: (32) 0476-51-5733
Garmisch
During duty hours | 475-7767 09641-83-7767
After duty hours: 0162-234-0760
Grafenwohr
During duty hours: | 475-7767 09641-83-7105
After duty hours. | 475-7105 0162-234-0760
Heidelberg
During duty hours: | 370-8255/7643 06221-57-8255
After duty hours: 0162-296-3821
Hohenfels
During duty hours: | 466-4682/4781 0947-283-4682/4781
After duty hours: 0162-296-0760
Kaiserslautern
During duty hours: | 493-4322/4320 0631-3406-4322/4320
After duty hours: 0162-296-3860
Livorno
During duty hours: | 633-7777 (39) 050-54-7777
After duty hours. | 633-7510 (39) 335-712-4264
Mannheim
During duty hours: | 381-8276/8270 0621-730-8276
After duty hours: | (See Heidelberg) 0162-296-3821
Netherlands
During duty hours: | 360-7694 (31) 046-443-7694
After duty hours: | 360-7649 (31) 0651-52-9985
Stuttgart
During duty hours: | 430-4697 0711-680-4697
After duty hours. | 430-4702 0162-296-7230
Vicenza
During duty hours: | 634-7688/8030 (39) 0444-71-7688
After duty hours. | 634-7626 (39) 0335-712-4263

Wiesbaden
During duty hours:
After duty hours:

337-5384/7395

0611-705-5384/7395
0162-296-7272

SPY HOTLINE

347-3479

06155-60-3479
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Table?2
Military Police Stations

L ocation DSN Civilian
Ansbach 468-7643 09811-83-7643
Bamberg 469-8700/7770 0951-300-8700/7770
Baumholder 485-7546/7547 0678-36-7546/7547
Brussels 368-9769 (0032) 02-717-9769
Chievres 361-5301 (0032) 068-27-5301
Garmisch 440-3801 08821-750-3801
Grafenwohr/Vilseck | 476-2490/3397/3398 | 0966-283-2490/3397/3398
Heidelberg 388-2222 06221-678-2222
Hohenfels 466-2812 0947-283-2812
[llesheim 467-4565/4824 0984-183-4565/4824
Kaiserdautern 489-6060 0631-536-6060
Kosovo 781-4623/5050 0381-385-133-4623/5050
Livorno 633-7575/7510 (039) 050-54-7575/7510
Mannheim 385-3359 0621-730-3359
Romania 770-8116/8118 (0040) 0241-608-8116/8118
Schinnen 360-7555 (0031) 046-443-7555
Schweinfurt 354-6766 0972-196-6766
Stuttgart 430-5261/5262 0711-680-5261/5262
Vicenza 634-7626 (039) 0444-71-7626
Wiesbaden 337-5096/5097 0611-705-5096/5097

6. PROCESSING WALK-INS

a. Theleast possible delay should occur before a Cl agent assigned to the servicing M| detachment
or unit interviews the walk-in. Delaysin processing awalk-in could cause the walk-in to change his or
her mind about revealing valuable information. All identifying data should be obtained on the walk-in.
This information should include the walk-in's name, nationality, citizenship, date and place of birth,
home and work address, contact telephone numbers (including work, home, and cell phone), occupation,
and anything else the walk-in provides, including any documentation in his or her possession. All
information must be verified with documentation (for example, passport, ID card (DOD Dir 2000.11,
encl 2)).

b. Foreign intelligence services (FISs) may use walk-insto infiltrate U.S. security, test U.S.
procedures for handling walk-ins, and determine U.S. intelligence requirements. For this reason,
personnel processing walk-ins should—

(2) Limit the walk-in’s exposure to U.S. facilities, personnel, activities, and information.

(2) Limit discussions about the walk-in to those who have a need to know. The information the
walk-in provides must be guarded and classified appropriately. (As a minimum, reports produced from a
walk-in source should be classified Confidential).

(3) Ensure telephone conversations about walk-ins are made using secure lines.
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(4) Never tell walk-insthat someone “from intelligence” will talk to them. Walk-ins should be
told that an appropriate individual will talk to them. Walk-ins who specifically request contact with U.S.
or alied intelligence services should be told that attempts will be made to contact the appropriate
intelligence representative. The walk-in will not be told that an intelligence representative is not
available.

(5) Not provide names, office designations, or other information about intelligence personnel
conducting the interviews.

7. INTERVIEWING WALK-INS
a. General.

(1) The MI detachment operations officer or commander will dispatch a Cl agent to interview
walk-ins. Personnel who are not qualified intelligence agents may ask walk-ins only their name and their
reason for contacting the unit or individual.

(2) No walk-in of intelligence interest will be turned away without an interview by a Cl agent,
regardless of how unusual the walk-in’'s statements may be. Walk-ins, especially those with information
on terrorism or the infrastructure and security forces of foreign nations, can help determine the security
threat these nations present to the United States.

(3) When possible, interviews will be held in secure locations. Personnel interviewing walk-ins
must be aware that the walk-in may be acting on behalf of an FIS or may be under the surveillance or
scrutiny of an FIS.

b. Walk-Insof Intelligence Interest. If awalk-in has intelligence information and intends to leave
the country in the immediate future, the M| detachment operations officer will ensure that a Cl agent
conducts afull debriefing of the walk-in after the initial report is taken from the walk-in. The Ml
detachment will immediately notify the ATCICA (paras 4b(5)(a) and (b)) for handling instructions.

NOTE: The MI detachment will immediately notify the servicing criminal investigation division unit
and the Provost Marshal Division, Office of the Deputy Chief of Staff, G3, HQ USAREUR (DSN 381-
8112, civ 0621-730-8112), if information collected calls for an immediate |aw-enforcement or force-
protection response.

c. Walk-Ins of No Intelligence I nterest.

(D) If awalk-in has no intelligence information and does not intend to leave the country in the
near future, the M1 detachment will—

(a) Report the walk-in by secure telephone to the ATCICA within 24 hours (paras 4b(5)(a)
and (b)).

(b) Send a message about the walk-in to the ATCICA within 72 hours.
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(2) Walk-ins who volunteer information on criminal activitiesthat is of no intelligence value will
be referred to the appropriate U.S. Government or host-nation agency. If the walk-in refuses referral, the
information will be obtained from the walk-in and immediately forwarded to the appropriate U.S.
Government or host-nation agency.

(3) If awalk-in is seeking asylum, the M1 detachment will immediately contact the ATCICA for
disposition instructions (paras 4b(5)(a) and (b)). The ATCICA will take action according to DOD
Directive 2000.11, paragraph 4.2 and enclosure 2.

d. Documents and Equipment.
(1) Documents and equipment of intelligence interest provided by walk-ins during interviews
will be safeguarded and preserved for possible technical exploitation. Units will maintain custody

records for items provided by walk-ins.

(2) Items relating to criminal activitieswill be provided to host-nation authorities at their request
or if they take possession of the walk-in. The chain of custody must be maintained for these items.

e. Follow-Up Contact. M| detachment representatives will arrange to contact the walk-in on the
following day. This allows the interviewer time to conduct necessary coordination and obtain further
instructions.

8. HOST-NATION NOTIFICATION

a. Unitswill not notify host-nation authorities of the presence of awalk-in. The ATCICA will make
the notification or approve notification by other entities.

(1) Host-nation authorities who learn of the presence of awalk-in at aU.S. facility will not be
denied access to or control of the walk-in and associated documents and equi pment.

(2) If the walk-in requests to be put in contact with host-nation authorities, the unit will notify the
ATCICA (paras 4b(5)(a) and (b)).

b. If host-nation authorities request access to awalk-in, the appropriate U.S. representative will do
the following before allowing access:

(1) Ask why the request is being made.

(2) Contact the ATCICA to obtain approval (paras 4b(5)(a) and (b)) before allowing access.
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