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AEOP-ODI 30 November 2015 
 
 
MEMORANDUM FOR All USAREUR Military and Civilian Personnel 
 
SUBJECT:  USAREUR Critical Information List 
 
 
1.  The USAREUR Critical Information List (CIL) and Appendix 3 of the USAREUR 
OPSEC Plan constitute the USAREUR OPSEC SOP.  The USAREUR CIL consists of 
the following items: 
 
• Administrative support to operations:  Alert rosters, joint manning documents, 
 planning rosters, shortfalls, travel plans, unit organization charts. 
 
• Communications involved with or in support of operations:  Call signs, 
 capabilities, computer passwords, frequencies, information network vulnerabilities, 
 limitations, special equipment. 
 
• Critical infrastructure (CI), including any CI in Europe or other locations that 
 support operations:  Banking facilities, emergency-services capabilities, host-nation 
 government continuity centers, power plants, telecommunication centers, 
 transportation hubs, sources of water supply. 
 
• Current and future operational activities:  Missions, objective dates or times, 
 strategies. 
 
• Installation Security Procedures:  Specifics about access control, physical security 
 capabilities, force protection assets, random antiterrorism measures schedules, 
 installation arming locations, unpublicized special events (for example, high school 
 graduations), unpublicized off-installation movements, building evacuation plans and 
 procedures, emergency action drills. 
 
• Intelligence, surveillance, and reconnaissance asset support:  Collection 
 techniques, capabilities or limitations, associated mission codenames. 
 
• Logistical support to operations:  Contracting and funding data, deployment of 
 special equipment, equipment readiness rates, equipment supply status, logistical 
 supply operations. 
 
• Movements and itineraries of general officers and distinguished visitors. 
 
• New TTP being considered, exercised, or evaluated.  
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• Personally identifiable information (PII) of operations personnel, including 
 coalition partners and foreign nationals who are supporting operations:  Any 
 individual’s identity, address, telephone number, assignment, Social Security 
 Number, passport number, or level of security clearance; information about Family 
 members; home-of-record information for Soldiers killed in action or missing in action; 
 special-access badges. 
 
• Real property records:  Blueprints, consignment negotiations, detailed diagrams, 
 facility utilization studies, floorplans, maps or photos of base or camp layouts, or 
 geospatial data. 
 
• Scope of specific operations:  Force capabilities or limitations; movements of forces; 
 tactics, techniques, and procedures (TTP). 
 
• Specific peripheral operational data:  Conferences; itineraries or time tables; 
 meetings; schedules of aides, drivers, and personal security details; special duty 
 rosters; information about working groups. 
 
2.  All supervisors must encourage subordinates to review, understand, and use this 
CIL.  The CIL will be posted at every workstation where possible.  Information that 
meets the criteria of any CIL items must not be discussed in public areas or on 
nonsecure telephone lines.  In addition, documents or messages that include any 
material that meets the criteria of any CIL item must be marked FOUO.  Questions 
about the CIL or about operational security (OPSEC) should be referred to the local 
OPSEC program managers. 
 
 
 
 
 WILLIAM K. GAYLER 
 Major General, USA 
 Deputy Commanding General 
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