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Introduction

This presentation is intended to provide guidance on audit readiness
requirements for the Civilian Payroll process for all employing activities
serviced by HQ USAREUR, G1, Defense Civilian Pay Theater Support
Division. The guidance relates to internal control activities that have been

Identified to mitigate risks within the process. Each control activity includes
the following information:

- Description of the control activity, objective, owner, frequency,
retention period, and applicable policy.

- Procedures on how to perform the control and the supporting
documentation that is created/used during the completion of the
control or as a result of the control.
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Audit Readiness Background
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Mandated by Law

Financial Management Legislation and Mandates:
Chief Financial Officers Act (CFO) of 1990
Federal Managers Financial Integrity Act (FMFIA) of 1996
National Defense Authorization Act (NDAA) FY 2010 & FY 2011

NDAA of 2010 mandated the Department of Defense to achieve financial statement audit
readiness NLT Sept 2017

Secretary of Defense, Leon Panetta directed audit readiness NLT 2014
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Army’s Approach to Audit Readiness

T vorties N acions JGoas

Information is
timely, accurate,
relevant

Statement of Budgetan

* Funds Receipt, * Civilian Payroll

Distribution, and * Reimpursaole Transactions
Monitoring (MIPRs)

= Contracts = Military Payroll

= TDY Travel = Purchase Card

* MOCAS Transactions

* Miscellaneous Payments = Supply Requisition

Existence and Completeness (E&C)
* Military Equipment (ME)
* General Equipment (GE)
* Operating Materials and Supplies (OM&S)
* Real Property (RP)
* Inventory

Enterprise Resource Planning
(ERP) Systems

* General Fund Enterprise Business System (GFEBS)

* Global Combat Support System-Army (GCSS-A)

* Logistics Modernization Program (LMP)

* Integrated Personnel and Pay System-Army (IPPS-A)

=

J

® Assess
documentation,
processes, and
internal controls
* Implement

= Establish effective

ernal contr.
= Assess financial

statement data for

accuracy

= Assess system
controls

= Correct control
deficiencies

» Standard processes

» Effective internal
controls

* Proper
documentation

* Accurate, timely,
reliable and
supportable

j financial data

Army'is
auditable

Compliant Systems
(FFMIA, FISCAM*)

“The Federal Financial Management Improvement Act and Federal Information System Controls Audit Manual
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General Controls vs. Process Specific Controls

»General control activities are primarily manual controls that impact a
number of business processes and should be implemented across Army
Commands or States/Territories to prevent or detect material misstatements
from occurring.

» Process-specific internal control activities are related to specific
transactions generated as a result of business process activities (e.g.,
Payroll, Contractual Services/Acquisition of Assets, and Reimbursables), and
are primarily manual controls that should be implemented across Army
Commands or States/Territories to prevent or detect material misstatements
from occurring.

» These internal control activities should be implemented to detect any
potential errors or mitigate identified risks.
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Civilian Payroll Controls
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* SBR 13.01 — Time and Attendance Certification
» SBR 13.02 — Payroll Exceptions Review
*SBR 13.05 — RPA approval

*SBR 13.06 — Master Employee Record

USAREUR Audit
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Time Entry & Certification

4
<

Payroll Processing
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Civilian Payroll Internal Controls
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»SBR 13.01 — Time and Attendance Certification
Bi-weekly, a designated individual reviews time sheets (manual or
electronic formats) as submitted by staff to ensure that the
information entered is valid and accurate.
This review and approval is evidenced by the designated individual's
signature and date on the time sheet.

»SBR 13.02 — Payroll Exception Review
Bi-weekly, a designated individual reviews the Missing Time Report
and the Invalid Transaction Report from DCPS and resolves any
identified payroll exceptions. This review is evidenced by the
designated individual's signature and date on the exception reports.
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USAREUR Time and Attendance Timeline

(€ ) November 2013

‘Search Calendar by '|
Sunday ‘ Monday | Tuesday | Wednesday ‘ Thursday | Friday | Saturday
| Oct 27 28 29 30 £y g Nov1 4
| Review / concur with labor hrs; ATAAPS | | | Review / concur with labor hrs; ATAAPS | [ CERTIFICATION DAY; ATAAPS J END OF PAY PERIOD; DCPS
[ Review required reports; T&A sites ] | Review [ concur with labor hrs; ATAAPS ] DAC payday; ONLINE | Review / concur with labor hrs; ATAAPS \
z | Review / concur with labor hrs; ATAAPS |
Z|
&
T
=]
| |
| 3 4 5 6 7 8 9
BEGIN PAY PERIOD ( ATAAPS leave update; TP ¢ Payroll runs; DCPS | | | LEAVE AND EARNINGS STATEMENT ONLINE; | | | Review / concur with labor hrs; ATAAPS |
clear all invalid transaction discrepancies; DCF [ Leave Availability Report is sent out ]
| € dlear missing time; DCPS |
o ( Review Conversion of Hours |
g
Z|
| 10 1 12 13 14 15 16
| Review / concur with labor hrs; ATAAPS | | [ Review / concur with labor hrs; ATAPS | | [ CERTIFICATION DAY; ATAAPS ] CERTIFICATION DAY; ATAAPS I [ CERTIFICATION DAY; ATAAPS J END OF PAY PERIOD; DCPS
| Reviewrequired reports; T sites | | [ Review / concur with labor his; ATAPS | | | DAC payday: ONLINE | || Review/ concur with labor hrs; ATASPS |
E | Review / concur with labor hrs; ATAAPS |
e
g
Z|
| 17 18 19 20 il 22 23
BEGIN PAY PERIOD ( ATAAPS leave update; ATARPS I Payroll runs; DCPS | | [ LEAVE AND EARNINGS STATEMENT ONLINE; | | Review / concur with labor his; ATAAPS |
clear all invalid transaction discrepancies; DCF [ Leave Availability Report is sent out ]
m € dlear missing time; DCPS |
- ( Review Conversion of Hours |
g
Z|
| 4 25 26 27 28 29 30
[ Review / concur with labor hrs; ATAAPS | | | Review / concur with labor hrs: ATAAPS | | | CERTIFICATION DAY; ATAAPS ] CERTIFICATION DAY; ATAAPS J [ CERTIFICATION DAY; ATAAPS | END OF PAY PERIOD; DCPS
| Reviewrequired reports; T sites | | [ Review / concur with labor hrs; ATAPS | | | DAC payday: ONLINE | || Review/ concur with labor hrs; ATASPS |
E | Review / concur with labor hrs; ATAAPS |
B
3
g
Z|
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CivPay SBR 13.01 Manual Time and Attendance Certification

£

(area of concern)

Control Activity: A designated individual reviews time sheets (manual or electronic formats) as
submitted by staff to ensure that the information entered is valid and accurate. This review and
approval is evidenced by the designated individual's signature and date on the time sheet.

Control Objective: To ensure all employee time and attendance information is reviewed by a
designated individual/supervisor.

Owner: Designated individual, Supervisor
Frequency: Bi-Weekly
Document Retention Period: 6 years, 3 months

Recurring Points of Concern: Retention of appropriate documentation for auditing purposes

USAREUR Audit As of 07 Nov 13
Readiness
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CivPay SBR 13.01 Evidential Matter

EMPLO Y i Activity Organization Tag £ EMPLOYEE NAME (LAST, FIRST, MI) PAY PEEKT 2 =
required required required required required
HOUESS OF W
1 Z 2 4 = L) 7 1 2 2 4 5 L 7 I
| LWE WE. 1 SUN OH TUE WELD THO FET SERT WE Z SUN HIOH TUE WED THEU EET ERT
TOUR
| optionaie_| i8i8i8i8i | | .8.8.8.8i8i
SRADED WD supervisor’s estabhshed Work schedule for the pay period
TWE# DAY # TYPE HOUERS JOB ORDER NUMBER LST TP NIGHT NITURY START INIT
HOLTE. OTH HE SFT DIFF WNUM TIME
1 4 LA 8 0 sample of employee taking annual leave. Documentation required
| 2 [ 5 [ [ [ 0 | Onlyenter overtime hours worked [
I | : . -
Review the time sheet to some type tour codes require

additional entries in these fields.

ensure hours recorded are

Occasional night differential entries

are entered here

accurate and complete

required

required ( not certified without supervisor’s

isor’s signature)
DATE

LH-Holidaw
LE—Home Leawve
ILM—Military
Lk T—E-d:n:L ristrative Leave
L5—Sick Leawe
LT-Days Off due
LTJ—:IaE‘-' Of Injury
LV—-Excused Lateness
LY-Time Off

._.'I Como Time Taken
—Birth of Son/Daughter (FMLR)

'B—-—;d:tt.lon or Foster Care (FMLA)

DC—Care of Immed. FM w/a Serious Health
Conditicon (FMLA)

DD—Serious Health Condition of Employes
(FMLA)

DE-Use of Sick Leawe Family

DF—-hdoption or Foster Care (FEL

Leave

o Injury

Carse Purposes

LA} Award

QIPLO‘;‘EE SIGHATURE DATE SUPERVISOR SIGHNATURE
===
Ch—Religious Comp Time Taken HC—Holiday Call Back OC—Overcime CallBack
CB—Comr Time for Travel Earned HF-Holidawy Work, First Shift (Ungraded) me Schedulsd
CC—Comz Time CallBack HG—Holiday Work ([(Graded) me Unscheduled
CD—-Credit Hours Earned H5—-Holiday Work, Second Shift (Ungradsd) HT- OX—-0Overctime Exception
CE—-Comr Time Earned Holiday Work, Third Shift (Ungraded) (Incermittencs)
CF—Compr Time for Travel Taken EAR-LWOFP RF—Regular, lst 5ft (Ungradsd)
CH—Credit Hours Taken EC—AWDL REG—Regular, Graded
CR—-BReligious Comp Time Earned Lk—Annual Leawve BS—Regular, Znd 5ft (Ungradsd)

RT-Regular, 3rd S5ft (Ungraded)
SE—5unday Gradsd (GS—Emplowvees)

Regularly used Type Hour codes

CERTIFICATION:

ATTENDANCES AND ABSENCES CERTIFIED CORRECT. OVERTIME APPROVED IAW EXISTING LAWS AND REGULATIONS

FOR. INON-EXEMPT FLSA_ I DID NOT SUFFER OF. PERMIT ANWNY OVERTIME WORK OTHER THAN AS REPORTED FOR THIS PAY PERIOD.

CONTAINS INFOEMATION SUBJECT TO THE PRIVACY ACT OF 1974 AS AMENDED.
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CivPay SBR 13.01 Evidential Matter
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The designated individual appropriate Supervisor/Certifier reviews and approves the time card
in ATAAPS to certify the employee's time no later than close of business on Friday before the

end of each pay period
Objective of Control: All employee time and attendance informatian.is

the authorized designated annr~-~-'
uIC: EURCPD vﬂi’_J l‘ﬂ\

ﬂ »s| Employee
payPeriod

is reviewed and certified by

BURDIOS. EDGARDO

Logged I" As: cPD - DCPS Support
|Team:
|
! :
loyee: -
\|Emp oy e, -
\Begin P8Y £ - Yes
\ h: No L2 o
| tiff/He

Frequency: Bi-Weekly

Document Retention Period: 6 years, 3 months

Recurring Points of Concern: Ensure reviewer has the required authority to review and sign off

USAREUR Audit As of 07 Nov 13 12
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CivPay SBR 13.02 Review of Payroll Exception Reports

(area of concern)

DFAS Concept of Operations states that each employing activity is responsible for monitoring, reviewing

and correcting errors and rejected time and attendance information on the invalid transaction report and

also ensure that the missing time report is cleared by COB on Tuesday after the end of each pay period.
This is done by reviewing the Missing Time Report and Invalid Transaction Report from DCPS.

it

A designated individual reviews the Missing Time Report and the Invalid Transaction Report from DCPS and resolves
any identified payroll exceptions.

This review is evidenced by the designated individual's signature and date on the exception reports.
There are a number of reports that can be run in the payroll system for review, the two most common are:

*  Missing Time Report (P6605R02)

The Missing Time Report should contain evidence of review or run another “clean report”.

* Invalid Transactions (daily, bi-weekly and retro) Reports (P6608R01)

The Invalid Transactions Report should contain evidence of review or run another “clean report”

Objective of Control: Payroll exceptions are reviewed and resolved during bi-weekly payroll processing.
Frequency: Bi-Weekly

Document Retention Period: 6 years, 3 months

Recurring Points of Concern: Retention of appropriate documentation for auditing purposes
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SBR 13.02 Control Procedures
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Review the Missing Time Report from DCPS.
—Ensure all missing time sheets have been approved and entered in DCPS.
—Perform after every pay period end (bi-weekly).

Review the Invalid Transaction Report from DCPS.
—Ensure all civilian payroll exceptions have been identified and resolved.

—Perform after every pay period end (bi-weekly).

Maintain documentation of resolved exceptions with the DCPS Civilian Payroll Exception
Reports.

Sign the DCPS Civilian Payroll Exception Reports (electronically/ manually).
—A designated individual or Customer Service Representative (CSR).

Date the DCPS Civilian Payroll Exception Reports (electronically/ manually).

Retain documentation for 6 years, 3 months.
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SBR 13.05 RPA approval
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Control Activity: A final review of the RPA is performed by a designated official to ensure that
personnel data has been entered completely and accurately. This review is evidenced by the
designated official’s signature and date on the RPA.

Control Objective: To ensure that a designated official confirms that all personnel data on the
RPAs have been entered completely and accurately.

Owner: Designated individual

Frequency: Ad hoc

Document Retention: 6 years, 3 months

Control Type preventive

Policy Further research is being done to determine the current policies

and regulations in place for this control
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SBR 13.06 Master Employee Record

it

Control Activity: Army management performs an annual review of the MER in DCPDS to
confirm that employees included in the record are currently employed by the Army. This review
is evidenced by management’s signature and date of the MER system generated listing.

Control Objective: To ensure employees leaving the Army are properly removed/deactivated in
personnel and payroll systems.

Owner: Designated individual, Army Management

Frequency: Annual

Document retention: 6 years, 3 months

Control Type: Preventive

Policy: Further research is being done to determine the current policies

and regulations in place for this control.

At this time, the data required to perform the control is either unavailable or is not available in
the necessary format needed to execute the control.
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Suggested Time and Attendance Check list
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Pay period

Invalid Transaction cleared iy, vi-weekiy, retro)
Missing time cleared

Departed employees

ATAAPS account closed

DCPS T&A status updated
Change of address forwarded to CSR
HR Outprocesing form completed

USAREUR Audit As of 07 Nov 13
Readiness
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Certifiers appointment memo for non - ATAAPS USERS
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Command Letter head

DATE:
MEMORANDUM FOR RECORD
From: (Command Name)
To: (Appointee)

YOU ARE HEREBY APPOINTED AS CERTIFYING OFFICIAL FOR TIME AND ATTENDANCE LABOR HOURS FOR (THE FOLLOWINGYOUR
RESPONSIBILITIES INCLUDE:

-Ensure your employees’ time and attendance records and supporting documents, e.g., leave, overtime, and compensatory time, is accurate and that all labor hours are
certified no later than close of business on Friday before the end of each pay period.

- An independent reviewer appointed by the employing activity will review paper timecards entered into DCPS to ensure accuracy and validity (i.e., timecards were approved
by authorized personnel). All differences are documented and resolved promptly. This review is evidenced by a signature and date on the reconciliation

-Procedural guidance is clear and adequate to ensure that timekeeping and time and attendance certification are correctly performed.
-Review the missing time and invalid transactions. This review is evidenced by signature and date of the preparer and reviewer on the exception reports or related checklist.
-All hard copy timecards and required supporting documentation are kept for 6 years and 3 months and readily available for audit purposes.

YOU ARE ADVISED TO REVIEW AND ADHERE TO THE FOLLOWING REGULATION(S) NEEDED TO ADEQUATELY PERFORM THE DUTIES TO WHICH YOU HAVE
BEEN ASSIGNED:

AE 690-110 Civilian Timekeeping in Europe

AE 690-990-100 Alternative Work Schedule

AE 690-630 Excused Absence

DFAS Concept of Operations

I acknowledge and accept the position and responsibilities defined above. | understand that | am strictly liable to the United States for all public funds under my control. |
have been counseled on my pecuniary liability and have been given written operating instructions. | certify that the signature below is my official signature.

Signature:
Effective date: 01 January XXXX
Expiration: 3 years from effective date

This appointment expires every three years or when there is a change in certifying official for this team (s). At the end of the three year period or when a change is made a
new memorandum must be submitted to the Defense Civilian Pay System Support Division (DCPS) via email to edgardo.d.burdios.civ@mail.mil.

POC for the above is the undersigned at DSN

(Signature block)
Name and Title of Appointing Official
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Timekeepers appointment memo for non - ATAAPS USERS
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Command Letter head
DATE:
MEMORANDUM FOR RECORD
From: (Command Name)
To: (Appointee)

YOU ARE HEREBY APPOINTED AS PRIMARY TIMEKEEPER FOR (THE FOLLOWINN DCPS. YOUR RESPONSIBILITIES INCLUDE:
- Accurate and timely submission of labor hours approved “exception” data and corrections to that data

- Ensure all supporting documentations are signed by supervisor and the employee. Ensure all leave, overtime and comp time entries are approved and totals are correct
before certification

- Ensure that the appointed independent reviewer conduct a random audit of paper timecards entered into DCPS to ensure accuracy and validity (i.e., timecards were
approved by authorized personnel). All differences are documented and resolved promptly. This review is evidenced by a signature and date on the reconciliation

-Print, review and clear discrepancies on the missing time and invalid transaction reports. This review is evidenced by signature and date of the preparer and reviewer on
the exception reports or related checklist

-All required supporting documentation is available for audit purposes

YOU ARE ADVISED TO REVIEW AND ADHERE TO THE FOLLOWING REGULATION(S) NEEDED TO ADEQUATELY PERFORM THE DUTIES TO WHICH YOU HAVE
BEEN ASSIGNED:

AE 690-110 Civilian Timekeeping in Europe

AE 690-990-100 Alternative Work Schedule

AE 690-630 Excused Absence

DFAS Concept of Operations

| acknowledge and accept the position and responsibilities defined above.

Signature:
Effective date: 01 January XXXX
Expiration: 31 December XXXX

This appointment expires every three years or when there is a change in timekeeper for this team (s). At the end of the three year period or when a change is made a new
memorandum must be submitted to the Defense Civilian Pay System Support Division (DCPS) via encrypted email to usarmy.badenwur.usareur.mbx.odcs-g1-dcps-
new-hire

Please use the following format as the subject line:

Timekeeper Last Name, TAG Physical Location
Ex: Timekeeper Doe, J., UIC assigned TAG(s) location of timekeeper
POC for the above is the undersigned at DSN

(Signature block)
Name and Title of Appointing Official
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Timekeepers appointment memo for ATAAPS USERS
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Command Letter head
DATE:
MEMORANDUM FOR RECORD
From: (Command Name)
To: Appointee

YOU ARE HEREBY APPOINTED AS PRIMARY TIMEKEEPER FOR (THE FOLLOWINN ATAAPS.

YOUR RESPONSIBILITIES INCLUDE:

- Accurate and timely submission of labor hours approved “exception” data and corrections to that data

- Ensure all supporting documentations are signed by supervisor and the employee. Ensure all leave, overtime and comp time entries are approved and totals are correct
before certification

-Print, review and clear discrepancies on the missing time and invalid transaction reports. This review is evidenced by signature and date of the preparer and reviewer on the
exception reports or related checklist

-All required supporting documentation is available for audit purposes

YOU ARE ADVISED TO REVIEW AND ADHERE TO THE FOLLOWING REGULATION(S) NEEDED TO ADEQUATELY PERFORM THE DUTIES TO WHICH YOU HAVE
BEEN ASSIGNED:

AE 690-110 Civilian Timekeeping in Europe

AE 690-990-100 Alternative Work Schedule

AE 690-630 Excused Absence

DFAS Concept of Operations

I acknowledge and accept the position and responsibilities defined above.

Signature:
Effective date: 01 January XXXX
Expiration: 31 December XXXX

This appointment expires every three years or when there is a change in timekeeper for this team (s). At the end of the three year period or when a change is made a new
memorandum must be submitted to the Defense Civilian Pay System Support Division (DCPS) via encrypted email to usarmy.badenwur.usareur.mbx.odcs-gl-dcps-new-
hire

Please use the following format as the subject line:

Timekeeper Last Name, uIC Physical Location
Ex: Timekeeper Doe, J., UIC (UIC that appears on the main menu of ATAAPS), location of timekeeper

POC for the above is the undersigned at DSN

(Signature block)
Name and Title of Appointing Official
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* DCPS Theater Support Office
* Contact Your Customer Service Representative
 Clay Kaserne, WAAF, Wiesbaden, Germany

For additional information please click on below link:
https://akologin.us.army.mil/

Upon successful login go to search and type Army audit readiness

Had-BHUHN

Home ¥  MyAccount ¥ Favorites ¥  Quick Links ¥  Self Service ¥ IAKO Content '

To improve performance, it is strongly recommended you upgrade to Internet Explorer 8.0 or higher. Hide / \

Type Army Audit Readiness
Then click search
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