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General Information

1.Personnel requiring NIPR access must be registered in the Army Training & Certification Tracking System
Account (ATCTYS)

2.ATCTS accounts must be active prior to departing the CONUS command, without an account in ATCTS
personnel will no be granted NIPR access

3.0nce training has been completed and certificates have been sent to the Reserve Component SA, packets
will be reviewed units will be notified of corrections needed

4.An example of the checklist is on page 23, once you receive it from the RC Affairs office - fill in and save
the form to your desktop, you will need to include this as a part of your NIPR request packet

5.The checklist is required and must be sent with requested documents. The checklist must be filled out with
the users information. Account creation requests will not be submitted without this form

6.Don’t forget to include your EDI number on the checklist, account cannot be created without the
information

7.To obtain your EDI number insert your ID Card into a CAC reader, your EDI number is the number that
appears after your name (example: john.snuffy.123456789)



General Information

7. Links are provided on page 18 to assist in the completion of the required training and testing
8. The Acceptable Use Policy on that needs to be used is now located on the IA Training website

9. DD 2875s (System Authorization Access Request) require the following information:
a. Partl, Items 1 through 12 will be completed by user
b. Part I, all users will use the statement that is provided in the example and must include the
ARTIMS line number
Items 16 though 20b will be filled in by the users supervisor
Part 111, BN/State Security manager must complete this block
e. Leavethe IT LEVEL DESIGNATION Level Il marked as ODT personnel will not have
administrative rights

o o

7. UNIT IMOs DO NOT SIGN BLOCKS 21 AND 22 ON THE DD 2875

8. ODT Personnel will email a copy of the completed Access Request packet to the RC Affairs office NO
LATER THAN 15 days prior to the units ADVON arrival date

9. All packets will be reviewed prior to submission for account creation by the Reserve Component SA

10. Please ensure you check all packets prior to submission, this will assist our office with the account
creations



10.

11,

12.

13.

General Information

Example DoDIAA Certificate of Completion is located on page 20
Example DoDIAA Certificate of Training is located on page 21
Example of DD Form 2875 is located on page 22

Example of Required Documents Checklist is located on page 23
All form are available from the RC Affairs Office

To obtain a copy of the Checklist and the DD Form 2875send an email to:
us.army.hohenfels.usareur.list.dl-jmrc-rclno@mail.mil

All documents listed on page 23, Required Documents Checklist are required, NIPR account request
cannot be submitted without them


mailto:us.army.hohenfels.usareur.list.dl-jmrc-rclno@mail.mil
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STEP ONE —Register for ATCTS

& Army Training end Certification Tracking System - Windows Internet Explorer =N el =
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register | login | help

Army Training & Certification
Tracking System

Hutie  »

News »

Your IA Training Profile

click login and follow
the directions on the

Registration Info  »

) oo >

Compliance Information

next slide

Mission Stalement »
Contzct Information . »

Wwab Links »

_..JA Pasition Titles »

_..hecuments

Pru-AssussrmgiiL
Test Information »

The Aty Trdining end Cerlificalion Tracking Sysbern arovides ridniagers &L all levels ¢ capabilly
tn report and manage their TA Warkforce and Generzl Lser population training and certificaton
statistics and a summary report of certification voucher distribution. The IA workforce consict
of parsonnel with Information System privilege access (admin or root) and/or working IA
functions in fechnical, management, Computer Nefwark Defense Service Provider and
Architect and Cngineer positions. IA functions are described in DoD 8570.01-M and AR 25-Z.
This system Imports training and cartification completon data from Army and DoD systems
suchi as Arrny E-Learning, Virllual Training website, Fuil Gurdon school house, DuD Villudl
E’raininu Cnvironment (VTC) and the DoD Workforce Certification Web Application System
DWCA).

February IA Newsleller

Ilease see 1A Iraning and Certfication updates for the month of February 2011

Attachment: [ebruarv Newsletter

@ womMpiLA Continuing Education anrolimant procaduras

For continuing education enraliment procedures, please view this Guidance on CompTIA CF
enroliment "Dk,

(more news)

All users

Your AKO email address must be registered
on all systems (Sig Ctr/k | Gordon, Virtual
Tigining, Skillpurt, aud VTE) in urder for your
training completion recards ta import inta
your A1C1S profile.

RFI FASF YOLIR CFRTIFICATION TO DON. Al
IA workforce personnel must release their
certffications at DMDC [DWCA link] for the
cerlificalion Lo show up as verified by DMDC in
your ATCTS profile. DACs anc mifitary
parsonnel’s certification renewal fea /
migintenance fees gie paid i elessed Lirough
DMDC.

Online 1A 1raining Links

Training can be completed at these autside
sources:

» Signal Center TA Training

Information Assurance Awareness

Mandated 1A Training  Click Here
o Skilkort Army E-Learning Program

& 1A Villugl Tigining Wel

Education & Awareness Links:
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STEP ONE —Register for ATCTS

€ User Login - Windows Internet Explorer =N el |

@\V,f 2 ‘ﬂ https://atc.us.army.mil/iactar/login.php - | |'f ‘ - ‘ | Live Search 2 -l
If yo u d O n ot h ave a n File Fdit View Favorites Tonls  Help
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account, click register & ¢ B e

register : login : help

Army Training & Cert

h e re Tracking System
Fill in the information
requested on the Login

Hurne  »

next page Nl »

Your IA Training Profile

user Name (AKO E Mall Address):
Password:
[ Lugn ‘

_.Login_»

..Registration Info_ »
* Please nole thdl passwords for Lhis sile dre sepdrdle [rom AKO.

It you do not have an account, please register here. _

1M you hdve forgollen your password, dick here.

Compliance Information
Mission Stalermenl  »
Contzct Information  »
Waeb Links  » =

TA Position Titles  »
Documents. #

Pre-AssessiiiilL
Test Information  »
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STEP ONE —Register for ATCTS

& User Registration - Windows Internet Explorer [E= e

Pe rso n a I Secu rity @ G~ ‘n https://atc,us.army.mil/iactar/reqgicter.php - A; | 5 ‘ X ‘ | Live search L2 vl

File Edit View Favorites Tools Help

Sta N d d rd an d Deg ree links | AKO | Miv WehSiten | Supply | TNGSiles | TiiCae @119 Onfine @ | ARNG Affairs £ Defense Connet & | english-german @ | HRC Homepage | ALARCT Search [ iPFRMS
I f bI k W W E User Registration ‘,.,.\ % D A R P Pay= v (3 Tuuly v "

Army Training & Certification 2 register | lngin ¢ help
Tracking System

On the Select Unit
Placement; if your

Al Fields are Required

Home » )
H H 'f' d FirsL Narne:
unit is not specifie
. Your 1A Iraiming Profile Last Name:
th t th tagnis ,
e n J U S U Se e Emall Address: (Use your AKU ¢ mal address)
. REQiSETARION Tnfa 2 Phane Nimher:
D O I M a S th e H Q Compliance Information Persannel Type: =
Misglon Statament %
Personnel Saecurlty Standard: v |see descrotions)
AI Ign m e nt Contecl Information  » Pegree Type: None =
Web Links » Occupational Specalty: None )
1A Position Titles » ~| 1 have the spacalty type INFUSEL on my SkoU

Ducurnents »

W h e n a S ke d if yo u - .P.re-Assessment Select Unit Placement (4 steps or use search)

|est Information * HQ Alignment (MACUM): 21 Select Mrom List v OR [Search for lnit

Wa nt to u Se th e H Q HOQ Allgnment Subordinate Unit: Select your HQ Alignment first
Sigrial Cornmand/Funclion Chiel Infu Ofc (SC/FCIO): 7| saiect From List ~ OR [Search for Unit]

AI ig n m e nt a S th e SC/FCIO Subordinate Unit: Select your Signal Command/FCIO first
SC/FCIO click yes —

Once you have filled
in the form click
register

/' Trusted cites | Protected Mode: Off




STEP TWO - DODIAA Training/Exam

To access the
required
training click
on the
Information
Assurance
Awareness
picture

E Taformation Asutanc = Training Center - Windows Tnlernel Feplone [ ]l )

@ ) |C https://ia.signal.army.mil/ v & ‘ 45 | ¢ (Ml 1ive searh T
File Edit View Favorites Tools Heclp

links AKO Misc Weh Sites Supply TNG Sites TriCare 2 119 Online & | ARNG Affairs @ | Defense Connect @ | english-german @ | HRC Homepage @ | Al ARCT Search n iPFRMS =
¢ dar | @ Information Assurance Training Center v B v f=hov b Pays v (3 Tuuls v

INHome Login Courses MTT Locations Resources COHIﬂGl

(¢°¢)) INFORMATION ASSURANCE mm_ING cENm
US ARMY SIGNAL CENTER FORT GORDON, | e

Welcome to the "Award-Winning" Information Assurance Division

Reclplent of the 2009 "Category Il - Most Innovative IA Project or Implementation - UnitCommand™ award.

The Information Assurance (IA) Division, U.S. Army School of Information Technology,  Tralning Opportunities

provides high quality Information Assurance/Computer Network Defense training and CEH 082-303
hafense Infarmation Systems certification for Department of Defense personnsl worldwide 4MAP011-4/29/2011
Aueucy (DISA) ' ) — : Camp Robinson

Wae provide training primarily for Department of Army personnel, but have also trained
Army Training & Certification personnel from all servces and other federal agencies to include: U.S. Air Force, U.S CEH 304-11
Z Navy, U.S. Marine Corps, U.S. Coast Guard, Department of Defense civilian and 8/22/2011-9/2/2011
{raclongysoam (A ICES) contract employees, Department of Energy, and the Faderal Aviation Administration Camp Rabinsan
i Lo e, The branch is also responsible for research, course development, and the distribution CISSP U8y VU3
US ARMY IA & COMPLIANCE of course materials to sur satellite sites worldwide. We make every effort to remain on 3/21/2011-4/1/2011
the culling edge ol lecinulugy and saleguard the Anmy's nelworks Carup Robirson

CISSP 002 11

Infurmation Assurance Suppurl

Environment (IASE)

-_—
US AKMY LA VIRIUAL INAINING Information Assurance Awareness

Infurmalion Assurance Training

and Certification (BDOP) € Aug 10

DOD 8570.01 News er

Dol S200.1-K
Top Stories - 5 total { view all )

1A Teaminniveg s sl ey Seuale Bill Eve Auy

letter Oct2010 {OIAKC Cybersecurity Reform fast as tcan

I nIS sitc can be bestviewed with @ screen resolution of 1024 x /€8 or higher, using the most current versions of internct Explorer, Netscape, Mozlia Firctox and Opera.
Privacy and Security Notice | Disclaimer | Contact Webmaster

Protected Mode: Off



STEP TWO - DODIAA Training/Exam

Step One:
Training and Step
Two: Army
Required Exam
must both be
completed

Once you have
finished the
training, the
certificate must
be printed

If you do not you
will have to
retake the
training to obtain
the required
certificate

The training
certificate must
be signed by the
user

€ Tulunmalion Asutand = Training Center - Windows Tntetnel Fxplone
@7} |
) v &) hips/fiasignalatmy.mil/ DuDTAA/delaull.asp

Links AKO Misc Web Sites Supply TNG Sites
€if | @ Infarmatinn Assurance Training Center

IAHome Ilogin  Courses  MTT Inumrms Resources (‘nnmrt

m ) INFORMATION ASSURANCE TRAINING cmmtk’
US ARMY SIGNAL CENTER FORTGORDON,GA ’

DoD Information Assurance Awareness Training

Objectives: The objactives ofthls training are listad as follows.

« Aftcct physical sceunty of computer hardwarc and softwarc,
e Limitaccess to ccmputer equipmentto authorized users only.
o Pievenl compuler iand, wasle and abnse

« Implcment ctective contingency planning.
« Raport securlty problems to the chaln of command
o Prolect compuler files fom infedion by malicionus logic

Note:

o Tumeel Arny tequiterients Al prrsonnel st complele e laining Ao score 70% or grealen on e 1A AwATENesS e
« Twao cerificates will be generated u f the training and exam certificates are required for all personnel
= |he first cortiicate will e oftered afte
atalatertime.

8 The second ce lificale will be AvAilable Allee soceessioly passing he sxdm (see Logio Page o informoalion oo printing cedificales) This ceilificale will e

signed by the SIT Director.

Army personnel must successfully complete both steps:

‘ [~ Step One: Training |

Step Two: Army Required Exam

—

This sitc can be bestviewed with a sereen resolution of 1024 x 768 or hiaher, using the most current versions of Internct Explorer, Netscape, Mazilla Firefox and Opera.

Privacy and Securily Notice | Disclaimer | Contact Webmaster
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STEP THREE — DODIAA Training /
Exam Certificates

/& Information Assurance Training Center - Windows Intemet Explore

@Uv £ | https://ia.signalarmy.mil/usermngmt/link
File Edit View Favortes Tools Help

¢ Favorites Supply * |, MO~ |, AiportInfo = & 119 Online [T Army Knowledge Online {0 APD Home Page ] FASCLASS Text Menu T} TACOMLCMC released S.. 7 CAC METL Site (@) Education Benefits Online | ARNG Internal 0§ RC Affairs - Home ] OMDC
{ = & " & | |

C=loh
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’Vl\ v [ v [ ™ v Pagev Safety~ Toolsw ﬂ'

/€ Information Assurance Training Center

IAHome Login Courses MTT Locations Resources Contact

INFORMATION ASSURANCE TRAINING CENTER

US ARMY SIGNAL CENTER FORT GORDON, GA

Information Assurance User Portal
Once you have
CO m p I ete d t h e Thank you for updating your account.

To take the training for DoD Information Assurance Awareness or Information

re q U i re d exa m Assurance Fundamentals exams, click on the Courses menu link above.
CIiCk VieW Take an exam
S CO res a n d p rl nt - View Scores and Print Certificates

View and Sign AUP

certificates

Click Here to log out.

Notice: This is a DOD Computer System. This computer system is not authorized to process classified information. This computer system, including all related equipment,
networks, and network devices (including internet access) is provided only for authorized U.S. Government use. DOD computer systems may be monitored for all lawful purposes,
including to ensure their use id authorized, for management of the system, fo facilitate protection against unauthorized access and to verify security procedures, survivability and
operational security. Monitoring includes, but is not limifed to, active attacks by authorized DOD enfities to test or verify the security of this system. During monitoring, information
may be examined, recorded, copied, and used for authorized purposes. All information, including personal information, placed on or sent over this system may be monitored. Use
of this DOD computer system, authorized or unauthorized, constitutes consent to monitoring. Unauthorized use of this DOD computer system may subject you fo criminal
prosecution. Evidence of unauthorized use collected during menitoring may be used for administrative, criminal, or other adverse action. USE OF THIS SYSTEM CONSTITUTES
CONSENT TO MONITORING FOR ALL LAWFUL PURPOSES.

This site can be best viewed with a screen resolution of 1024 x 768 or higher, using the most current versions of Internet Explorer, Netscape, Moxzilla Firefox and Opera.

Privacy and Security Notice | Disclai ntact aster

¢ Trusted sites | Protected Mode: Off v H1N% -



STEP THREE — DODIAA Training /

Click view
certificate, this
will allow you
to print/save a
copy of the DA
Form 87

Exam Certificates

/& Information Assurance Training Center - Windows Intemet Explore

@bv £ | https:

al.army.mil/usermngmt/examSc

C=loh
_:v; .UV

File Edit View Favortes Tools Help

¢ Favorites Supply * |, MO~ |, AiportInfo = & 119 Online [T Army Knowledge Online {0 APD Home Page ] FASCLASS Text Menu T} TACOMLCMC released S.. 7 CAC METL Site (@) Education Benefits Online | ARNG Internal 0§ RC Affairs - Home ] OMDC
= & " & | |

/€ Information Assurance Training Center

E TR ALY AR A= WALV A Y

US ARMY SIGNAL CENTER FORT GORDON,GA
Information Assurance User Portal

Scores and Certificates

To print your certificate, click the View Certificate link

»

[ B v [ ®m v Pagev Safety~ Tools~ ﬂ‘

Signed AUP

H H Signed Date: 7/11/2012 11:56:13 AM

View AUP

Certificates for Online Training
ONLY successfully completed exam information will be displayed below. Exams with scores below 70 will not appear.

Module Tested Date Taken Final Score

Certificate

IAF (Mgt Level 1) 5/1/2009 6:34:46 AM 90

View Cerfificate

Annual DoD Information Assurance Awareness Exam 51812012 11:14:21 AM 80

View Cerlificate

Certificates for In-Class Training

Class Taken Class Dates

Certificate

No In-class Certificates found

Go Back To User Menu

Click Here to log out.

with a screen resolution of 1024 x 768 or higher, using the most current versions of Internet Explorer, Netsc:

Privacy and Security Notice | Disclaimer | Contact Webmaster

V' Trusted

sites | Protected Mode: Off H1N% v




STEP THREE — DODIAA Training /
Exam Certificates

/& Information Assurance Training Center - Windows Intemet Explore C=e R
@Uv £ | https://ia.signalarmy.mil/usermngmt/link Bing R
File Edit View Favortes Tools Help
. Favorites | 555 | Supply v [ IMO || AiportInfo » @] 119 Online @Army Knowledge Online ) APD Home Page & FASCLASS Text Menu B TACOM LCMC released 5. 2 CAC METL Site () Education Benefits Online £ | ARNG Internal H RC Affairs - Home g | DMDC v
/€ Information Assurance Training Center [ B - [ ® v Pagev Safety~ Tools~ @-

IAHome Login Courses MTT Locations Resources Contact

INFORMATION ASSURANCE TRAINING CENTER

US ARMY SIGNAL CENTER FORT GORDON, GA

Information Assurance User Portal
Once you have

CO m p I ete d a n d Thank you for updating your account.

To take the training for DoD Information Assurance Awareness or Information

p ri nte d yO U r Assurance Fundamentals exams, click on the Courses menu link above.
training and DA Take an exam

View §cores and Print Certificates

87 certificates —
click View and
Slgn AUP Clitk Here to log out.

Notice: This is a DOD Computer System. This computer system is not authorized to process classified information. This computer system, including all related equipment,
networks, and network devices (including internet access) is provided only for authorized U.S. Government use. DOD computer systems may be monitored for all lawful purposes,
including to ensure their use id authorized, for management of the system, fo facilitate protection against unauthorized access and to verify security procedures, survivability and
operational security. Monitoring includes, but is not limifed to, active attacks by authorized DOD eniities to test or verify the security of this system. During monitoring, information
may be examined, recorded, copied, and used for authorized purposes. All information, including personal information, placed on or sent over this system may be monitored. Use
of this DOD computer system, authorized or unauthorized, constitutes consent to monitoring. Unauthorized use of this DOD computer system may subject you fo criminal
prosecution. Evidence of unauthorized use collected during menitoring may be used for adminisirative, criminal, or other adverse action. USE OF THIS SYSTEM CONSTITUTES
CONSENT TO MONITORING FOR ALL LAWFUL PURPOSES.

This site can be best viewed with a screen resolution of 1024 x 768 or higher, using the most current versions of Internet Explorer, Netscape, Moxzilla Firefox and Opera.

Privacy and Security Notice | Disclai ntact aster

Done / Trusted sites | Protected Mode: Off v B10% -
ne_



STEP FOUR - US Army Information

If you do not
have an
account you
will need to
create one by
clicking on
registration
page

Fill in the
information
requested

a V [ I T [ ) [ ]
& Welcome to the U.S. Army Information Assurance Viruzl Training Login Page - Windows Intemet &phm-_'TL:m e
v 8 | B[4 X ||E] ing Pl

@k} @ | https://iatraining.us.army.mil/

File Edit View Favortes Tools Help
AiportInfo = @] 119 Online @Army Knowledge Online ) APD Home Page & FASCLASS Text Menu B TACOM LCMC released 5. 2 CAC METL Site () Education Benefits Online £ | ARNG Internal HRCAﬁa\rs-HumE | DMDC v

".',\ v [ v [ ™ v Pagev Safety~ Toolsw ﬂ'

¢ Favorites | 55 [ Supply v [, IMO v

Welcome to the U.S. Army Information Assuranc...

U.S. Army Information Assurance Virtual Training

You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized use only

By using this IS {which includes any device attached to this IS), you consent to the following conditions:

+ The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to, penetration testing, COMSEC monitoring, network operafions and defense, personnel misconduct (PM), law

enforcement (LE), and counterintelligence (CI) investigations.

+ Atanytime, the USG may inspect and seize data stored onthis IS.
+ Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and search, and may be disclosed or used for any USG-authorized purpose.

+ This IS includes security measures (e.g., authentication and access controls) to protect USG interests—-not for your personal benefit or privacy.
+ Notwithstanding the above, using this IS does not constifute consent to PM, LE or Cl investigafive searching or monitoring of the content of privileged communications, or work product, related to personal representation or
services by attorneys, psychotherapists, or clergy, and their assistants. Such communications and work product are private and confidential. See User Agreement for details.

m

This site has transitioned to CAC-only login. Please make sure you are logged into your system with your CAC in order to proceed with login to the site. If you have not associated your CAC with your accountin
the past you will need to first login in via username and password in order to do so.

If you are supporting the Army as a military or civilian contractor, please register using your AKO email address. If you have already registered under another email address, please update your Profile to your
AKO email address once you have logged in.

| acknowledge and accept the above access statement.

Usemame If you have not registered and need a login D, please go to our registration page _
Password Forgot username or password?

For assistance, please email Customer Support at helpdesk@nacon.com or call (410) 295-5070.
Customer support technicians are available Monday-Friday 08:00-17:00 ET.
Please allow 24 to 48 hours for a response from our Help Desk.

Powered by NACON

The appearance of hyperlinks does not constitute endorsement by the U.S. Army of this Web site or the information, products or services contained therein. For other than authorized activities such as military exchanges and Morale, Welfare and
Recreation sites, the U.S. Army does not exercise any editorial control over the information you may find at these locations. Such links are provided consistent with the stated purpose of this DoD Web sife.

J/ Trusted sites | Protected Mode: Off G R1o% -



STEP FOUR - US Army Information
Assurance Virtual Training

€ Welcome Lo US Auny Taformation Assicane = Vidual Training - Windows Tntemel Fplies (o= | )
) o | s fitiiing s amyanil_sessogen /gt i - by | 3¢ I e Serae 2 o
Hle Edt View Favontes loolz Help

Links AKO Misc Web Sites Supply TNG Sites TriCare 4119 Online # | ARNG Affairs g | Defense Connect  # | english-german & | I IRC | lomepage # | ALARCT Search iPLRMS a4

G| [ Welc o 1 LS. Army Tnformation Asusand e Vir... v [ Vagz v (&% lools »

U.S. Army Information Assurance Virtual Training

Please Enter Your Registration Information.

‘You must have an "army.mil” or "usma.edu" address to access this system.
All ".com and .net" email addresses will automatically be denied.

Fi I I i n th e Users must provide a valid entry in each of the fields below

information First Name | Lasl Name

lIsemame
{firstname lastname)

requ estEd an d Email Address Re enter Email Address

1’hone Number (10 digit

C“Ck Su bm it commercial)

Unit or Organization

i i MACOM
Reg|5trat|0n (e.. AMC, FORSCOM, etc) ' -

Rank or Title (c.g. SGT, Mr.)

I nfo rl I Ia t I O n Passwords must adhere to the tollowing guidelines: they must congsist of @ minimum of 10 characters but cannot exceed 20 characters: must contain at
least 2 uppercase characters, 2 lowercase characters, 2 numbers, and 2 speclal characters Ir accordance with AR25-2; and cannot contaln single or
double yuoles

Massword Verify Massword

The 1A Training Mailing List provides users with information aboul updales, changes, and addilions Lo our sile as well ds informing them aboul
iatraining events This is # very low volume mailing list that we highly recommend all users join as it provides you with invaluable information about our
site

7] Subscribe

| Submil Registiation Infurimalion ‘ -

(< Relurn o Loain

Done " Trusted sites | Protected Mode: Off HIWL -




STEP FOUR — Thumb Drive Awareness
Training

After logging
into the
website click on
courses

@ U.S. Army Information Assurance Vi

@’\/' | https/itraining.us.amy.mil/_html/student htméreqtype=hors

- Windows Interet Explorer

File Edit View Favortes Tools Help

fj Favorites 35 Supply * MO~ | Aiportinfo = @] 119 Online @Army Knowledge Online @ APD Home Page @ FASCLASS Text Menu {0 TACOM LCMC released S... 7] CAC METL Site 0 Education Benefits Online | ARNG Internal ﬂ RC Affairs - Home g | DMDC

U.S. Army Information Assurance Virtual Training

f-’} v [ v [ ™ v Pagev Safety~ Toolsw

FAQ  SUPPORT [EviZ3 -

P o

WELCOME

Welcome to The Army Information Assurance Virtual Trainir 3S100M.
If you have not already done so, we recommend reviewing t.. B2 Usage
and Infroduction which contains useful information about the features
within the classroom. If you need further assistance please read the FAQ
or contact Support.

If you are looking for the DoD IA Awareness Training. please visit the
Ft. Gordon Signal Center |A Training Portal.

RESUME TRAINING

CERTIFICATES PROFILE

ANNOUNCEMENTS

U.S. Army Information Assurance Virtual Training

PROFILE CHANGES

Flying Squirrel Training will no longer be available on this site after 23
Aug 2012, but will remain available on the Naval Research Laboratory
(NRL) site for those who need access. Please plan your training
accordingly.

Memo: Changes to the Title, Responsibilities and Certification
Requirements for IASOs Extension

ATCTS
If you have questions about the ATC Tracking System, please check our
FAQ.

RECENT CERTIFICATES

Email Changes and ATCTS: IAVTC now accepts both army.mil and
mail.mil email addresses for registration. However, if you have an account
with the Army Training & Ceriification Tracking System, your IAVTC profile
MUST BE associated with your AKO email address fo ensure your training
records are transferred.

MACOMSs: MACOMSs have been updated in our database. Please verify
that the MACOM associated with your account is correct and make any
necessary changes in your Profile.

IA SELF ASSESSMENT TOOL

Resume A Self Assessment Tool training

NEW COURSES

2011-03-24 Thumb Drive Awareness

2011-03-24 Army G3 Computer Security

2011-03-24 WNSF - Portable Electronic Devices and Removable Storage
Media v1.0

2011-03-24 WNSF - Phishing Awareness v1.0

2011-03-24 WNSF - Safe Home Computing

ADDITIONAL RESOURCES

Information Assurance Self-Assessment Interactive Checklist *Version 5.0°

Announcement:
As of 1 July 2011, the 1A SAT effective date is 13 March 2012

CYBER PATROL

NetScreen now covers 355G 20 and SSG 520M firewalls.

Become familiar with the Assured Compllance Assessment Solution
(ACAS).

saL

- Defines and demonstrates this exploit, and offers

Implementation of Information Assurance Best Business Practice
(1A BBP)
|A Training and Certification Version 5.0

SIPRNET Token Holder Instructions
Army SIPRNet Token Holder Instructions for DoD PKI Token

4” Trusted sites | Protected Mode: Off W

F10% ~



STEP FOUR — Thumb Drive Awareness

On this screen
you need to
click on the
number 3 at
the bottom of
the page

Training

/& US. Army Information Assurance Virtual Training - Windows Internet Explorer
—_—

@w\/ L] | https://iatraining.us

my.mil/_htm|/student. htmz2reqtype= courselis

=y

o~

File Edit View Favortes Tools Help

¢ Favorites Supply * |, MO~ |, AiportInfo = & 119 Online [T Army Knowledge Online {0 APD Home Page ] FASCLASS Text Menu T} TACOMLCMC released S.. 7 CAC METL Site (@) Education Benefits Online | ARNG Internal 0§ RC Affairs - Home ] OMDC
{ = & " & | |

U.S. Army Information Assurance Virtual Training

»

[ B v [ ®m v Pagev Safety~ Tools~ ﬂ‘

*

=m)

HOME COURSES

Selecta Course:

Site Usage and Introduction

NSS PKI Trusted Agent Training

IA for DoD Auditors and IGs v2.0

DoD DAA v9.0

CyberProtect v2.0

SQL Injection

Assured Compliance Assessment Solution (ACAS)

Social Networking v1.0

CERTIFICATES

B[] [o] [] [5]

ACERT

PROFILE

PRIVACY POLICY

U.S. Army Information Assurance Virtual Training

» Categories

FAQ  SUPPORT EveRvsg

Enter a term or select from list

J/ Trusted sites | Protected Mode: Off

Completed

Powered By {l\(_‘( N

G R10% -




STEP FOUR — Thumb Drive Awareness

Now click on
Thumb Drive
Awareness

You will then be
able to
complete the
required
training

Training

/& US. Army Information Assurance Virtual Training - Windows Intemet Explorer C=e R
= _—

@Uv | https://iatraining.us.ammy.mil/_html/student htm#regtype=selcours Bing R
File Edit View Favortes Tools Help
. Favorites | 555 | Supply v [ IMO || AiportInfo » @] 119 Online @Army Knowledge Online ) APD Home Page & FASCLASS Text Menu B TACOM LCMC released 5. 2 CAC METL Site () Education Benefits Online £ | ARNG Internal H RC Affairs - Home g | DMDC v

U.S. Army Information Assurance Virtual Training

[ B v [ ®m v Pagev Safety~ Tools~ ﬂ‘

* U.S. Army Information Assurance Virtual Training

HOME COURSES CERTIFICATES

PROFILE

FAQ  SUPPORT EveRvsg

Selecta Course:

Thumb Drive Awareness _

STIG

CX-I AMN - IA Briefing for Senior Operational Leaders v1.0

CX-I AMN - Computer Network Defense Information Sharing v1.0

CX-T AMN - TA Roles and Responsibilities v5.0

CX-I AMN - Enhancing Information Assurance through Physical Security v1.0
CX-TAMN - Insider Threat v3.0

CX-T AMN - Wireless Security v3.0

ACERT

PRIVACY POLICY

» Categories

Enter a term or select from list

J/ Trusted sites | Protected Mode: Off

Completed

Powered By {l\(_‘( N

G R10% -



STEP FOUR — Thumb Drive Awareness
Training

& 1S Ay Tnfurmation Assiand e Vidual Training - Windows Talerael Fxpilore [E=RE=E X

@\v/ | I it/ tsaivingiscanmyomil/_s hiome/shident phpdeglypezio ke v & | 4r] || tiveSeunt Bl

File Edit View Favorites Tools Help

Links AKO Misc Web Sites Supply TNG Sites TriCare 119 Online # | ARNG Affairs # | Defense Connect # | english-german & | |IRC | lomepage # | ALARCT Search [l iPLRMS a4

i [0S Ay Tafurmation Assorane e Vil Teining N R~ S o W) PR
-

»

FAQ SUFPOKI LOG OFF

‘*’ U.S. Army Information Assurance Virtual Training

HOME COURSES CERIIFCAIES
>,
Completed Certifications show Frevious Cetincates: Last 10 v
CO I I I p I ete d t h e Course Date Certincate Number
t - . I ° k Ihumb Drnive Awareness Virtual Training Course 2017102 24 ITHUM IAIP 2B4BU0US/ ”:‘Iv/\;mﬂ’_ :"; s _
g Army G3 Computer Security Training 2011-N3-24 GRCR-IATP-2R4RNNNAN Display Certificate

Mail Certiticate -

the certificates I i

WNEF Fortable ElectronicUevices and Remaovable Storage Media 201102 24 WRMH IAIP 284800112 Mail Cerificate
Mail O rate

Display Certificate

WNAF - Phishing Awareness Course 2011-N3-24 WAPT-IATP-2R4RNNNAN Mall Certicate

Display Certificate

Th e n yo u Wi I I sl bl RS WEHLIM FLLBAB000H Mail Cerificate

b b I . WNAF - Peraanally Identifiahle Infarmation (Pll) Conrse 2011-03-24 WPII-IATP-2R4RNNNG7 lay Ce

a copy of the - —
Army G3 Camputer Recurity Training 2009-n7-n1 GACR-IAT-23NN0NNN4

Display Certificate
Mail Certificate

Ihumb Drive Awarcness Virtual raining Coursce 200007 01 ITHUM IAI 23DDU0013

Mall Certinca
re q u i re d WNSF Portable ElectronicUevices and Kemovable Storage Media 2009 07 01 WRIH 1Al 220000022 ;:V‘"F:f_m;m'ﬂ_m
ce rt ifl Cate WNAF - Phishing Awareness Gairse 2009-07-01  WAPT-IAT-23DN0NN33 R‘jff{;:gf“"
Training Records Show Previous Tests: Last 10 v
Course Lesson ested Date laken Final Score
Thumb Drive Awarenass TIA-TDA-3400 | 20
Auny G3 Garmpuile Securily TIA-CMSC-5300 2011-03-24 09 13 73 Finissed
WN3F - Personally Identifiable Information (PIl) TIA-WPII-5404 2011-03-24 09:13:02 80
WNSF  Safe Home Computing TIA WSHC 5403 2011 03 24 09:11:26 90
WISF - Safe Home Computing TIAWSHC-5103 2011- 09:00:56 60 =
Done f " Trusted sites | Protected Mode: Off HIWK -



Minimum Training Requirements

https://atc.us.army.mil/iastar/news.php
Army Training & Certification Tracking System (ATCTS) Account must provide a screen print for

verification

https://ia.signal.army.mil/login.asp
Step 1: Complete the DOD Information Assurance Awareness Training, the certificate is required
and must be signed by user

https://ia.signal.army.mil/login.asp
Step 2: Complete the required exam and print the certificate, DA 87 is required

https://iatraining.us.army.mil/
Thumb-Drive Awareness Certificate is required

https://iatraining.us.army.mil/
Acceptable Use Policy must be signed by the user

http://www.dtic.mil/whs/directives/infomgt/forms/eforms/dd2875.pdf
All personnel are required to fill out and submit the DD Form 2875, System Authorization Access

Request



https://atc.us.army.mil/iastar/news.php
https://ia.signal.army.mil/login.asp
https://ia.signal.army.mil/login.asp
https://iatraining.us.army.mil/
https://iatraining.us.army.mil/
http://www.dtic.mil/whs/directives/infomgt/forms/eforms/dd2875.pdf

Example DoDIAA Certificate of
Completion

Certificate of Completion

PVT Joe Snuffy

Has completed

Information Assurance Awareness
Version 10.0, 2011

5/8/2012




Example DoDIAA Certificate of Training

Certificate of Training, DA Form 87 Page 1 of |

JONT O g

.

> N AL A 2 r
R

DEPARTMENT OF THE ARMY

CERTIFICATE OF TRAINING

This 1s to certify that
PVT JOE SNUFFY

has successfully completed

Annual DoD Information Assurance Awareness Exam (V 10.0)
1 Hour(s)

U.S. Army Signal Center
Given at Fort Gordon, GA
Boduey Duncan
Rodney Duncan

LTC, LG
Director, Cyber Leader College

08 May 2012

https://ia.signal.army.mil/usermngmt/certificateSSO.asp?testid=6 5/8/2012




DD Form 2875

SYSTEM AUTHORIZATION ACCESS REQUEST (SAAR)
PRIVACY ACT STATEMENT
AUTHORITY: Exacutive Orer 10450, 9307; mmmmmn the Computer Fraud and ADess Act

PRINCIPAL PURPOSE: To record names. signaturss. and other identifiers for e purpoce of valkialing the trustwortiiness of Individuals requesting
accass to Department of Defense (DoD) SYSI=ms and Information. NOTE: ReCOrts may be maint3ined In bom electronic

a’ld.hrpq)erfm'rn

ROUTINE USESC

MSCLOSURE: mm of this Information 1s !‘DI.In'taj’. however, tallure o pl'u\l‘lﬂetrle rEq.laﬂ!ﬂ FTormasion may rm. Oelaj'or
prevent furthes processing of this nequest.
TVPE OF REQUEST DATE (v v LMD D0]
INITEAL wmooiFication [ oeactvare [Juserio

SYSTEM MAME (PISfon or AppICaDons) ILDCATION [Physicar Locetion of System)

PART | (To De S0

- TMAPAE [La5E, FIst, MIGTIE Ital] 7 ORGAMIZATION

3 OFFICE SYMBOLDEPARTMENT T PrONE [DEN or Commerncial]

5. OFFICIAL E-MAIL ADDRESS B JOD TITLE AND GRADEFANK

7 OFFICIAL MAILING ADDRESS CITZERSHIP 5. DESIGMATION OF PERSON
El us [ Qmurarre [ cries
[ cmHeEr [] contracTor

0. 1A TRAINING AND AWARENESS CERTIFICATION REGUIREMENTS [COMpIEts 55 required o7 User or funcions] Jevel Sccess.]

[__] 1+ nave compieten Annuas information Awareness Training. DATE (¥YY¥YLIMDD)

SER SIGNATURE 12, DATE YYDy

PART Il - ENDORSEMENT OF ACCESS BY INFORMATION OWHER, USER SUPERVISOR OR GOVERNMENT SPONSOR (i inohidusl ks 5
confracion - prowide company name, contract number, and dafe of contrac! explirafion In Biock 16

13. JUSTIFICATION FOR AGCESS

14. TWPE OF ACCESS REQUIRED:

[] sutHorizED [ errviLecen

15 LS RECARRES AGCESS T [ uscLassFen [0 ciassiFienD (specty categany

[] omter

15, WERIFICATION OF NEED TO KHOW oa. NCCESS XBIATION DAL (Cursacins must Spechly Compang fame,
| casiify Mat this uses nequires access as requesied. I:I : -

7. SUPERWVISORS MAME [Pt Name] 9. SUPERWISORS SIGHATURE 19, DATE VYV YMLID0]

20, SUPERVISONS ORGANEZATIONDERARTMENT T03. SUPERVISOIS E-MAIL ADDRESS Z00. PHOME NUMBEH

Z1. SIGNATURE OF 1NFGRMATION OWHERIGPR Z1a PAONE NUOMBER Z1b. DATE (VY Y vIiMDC]

2. SIGHATURE OF A0 OR APPOINTEE | Z3. ORGANIZATIONDEPARTMENT 24. PHONE NUMBER 25. DATIE (vy Y yisooy

DD FORM 2875, AUG 2009 PREVIOUS EDITION IS OBSOLETE. Adoba Poofemmiansl 8.0



Required Documents Checklist

ARIMS File # 1H

Army Training & Certification Tracking System (ATCTS) Account
must provide a screen print for verification

Complete the DOD Information Assurance Awareness Training
Step 1 Training certificate is required and must be signed by user

Pass the DOD Information Assurance Awareness Exam

Step 2 exam certificate, DA 87, is required
Thumb-Drive Awareness

Certificate is required
Acceptable Use Policy
your local IMO does not sign this form only the user, | will sign as the RCAO IMO

System Authorization Access Request, DD 2875
Part Il - Justification must be filled in and users supervisor must sign the form as well
Part lll - Security Manager must validate background or clearance information

Rank: Last Name:

AKO E-Mail Address:

EDI Number: For Reserve Affairs Office Use Only
Start Date: End Date: Ticket Number.




